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Hasso
System of Systems H Inetitut

[Northrop+2006]

Internet of Things

Smart City

Ultra-Large-Scale Systems

(Networked)
Cyber-Pyhsical Systems
Smart Home

Smart Factory -

E.g. Industry 4.0 ; E-Health
S ma rt Log I Stl ¢ http://oceanservice.noaa.gov/news/weeklynews/nov13/ioos-awards.html Am b | e nt
Micro Grids Assisted Living
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What characterizes a e
Plattner
System of Systems? ﬂ Institut
4 /~  _a ) ® Operational and managerial
=y .y independence
w operation m operated independent from each other
management | | g1:system1 without global coordination
. 4 ”/" ano centralized management decisions

(may be conflicting)

s2:system2

m Dynamic architecture and openness

m must be able to dynamically adapt/
absorb structural deviations

collaboratig ’
)» \ n m subsystems may join or leave over

time in a not pre-planned manner

m Advanced Adaptation

m Evolution

m Resilience
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RailCab Example: .
A Short Video ... H Institut

- rallcab

http://www.railcab.de/
: Test track
| 2

A shuttle system that builds convoys
to optimize the energy consumption
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System and SoS- o
Level Architectures ﬂ Inatiter

m System of autonomous systems (shuttles)

m Systems: strict hierarchies _—
m S0S: complex ’/ j\
coordination shuttle:OCM WM shuttle:OCM
* - — - - = >
\
e B e energy riﬁ
’ subsystem —
' OCM N

v

suspe_nsion tilt OCM linear drive OCM track control OCM
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Challenge: Operational and Hacco
Managerial Independence ﬂ Inatitat

Institut

“A system-of-systems is an assemblage of components which
individually may be regarded as systems, and which possesses two
additional properties:

m Operational Independence of the Components: If the system-of-
systems is disassembled into its component systems the component
systems must be able to usefully operate independently. That is,
the components fulfill customer-operator purposes on their own.

m Managerial Independence of the Components: The component
systems not only can operate independently, they do operate
independently. The component systems are separately acquired and
integrated but maintain a continuing operational existence
independent of the system-of-systems.” [Maier1998]

= We can only use Restricted Knowledge
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Challenge: Dynamic Hasso
Architecture and Openness ﬂ Inetitut

“The sheer scale of ULS systems will change everything. ULS systems
will necessarily be decentralized in a variety of ways, developed and
used by a wide variety of stakeholders with conflicting needs,

evolving continuously, and constructed from heterogeneous parts.”
[Northrop+2006]

“"The vision of Cyber-Physical System (CPS) is that of open, ubiquitous
systems of coordinated computing and physical elements which
interactively adapt to their context, are capable of learning,
dynamically and automatically reconfigure themselves and cooperate
with other CPS (resulting in a compound CPS), possess an adequate
man-machine interface, and fulfill stringent safety, security and
private data protection regulations.” [Broy+2012]

= We have to enable SoS-Level Self-Organization
= We have to enable SoS-Level Structural Dynamics
= We require means for Runtime Knowledge Exchange

FSEN 2015 | Giese | Towards Smart Systems of Systems



10

Challenge: e
Advanced Adaptation ﬂ Inetitut

“Adaptation is needed to compensate for changes in the

mission requirements [...] and operating environments [...]"
[Northrop+2006]

“The vision of Cyber-Physical System (CPS) is that of open,
ubiquitous systems of coordinated computing and physical
elements which interactively adapt to their context, are
capable of learning, dynamically and automatically
reconfigure themselves and cooperate with other CPS
(resulting in @ compound CPS), possess an adequate man-
machine interface, and fulfill stringent safety, security and
private data protection regulations.” [Broy+2012]

= We have to enable Self-Adaptation for the systems
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Challenge: o
Evolution ﬂ Plattner

Institut

“The sheer scale of ULS systems will change everything. ULS systems
will necessarily be decentralized in a variety of ways, developed and
used by a wide variety of stakeholders with conflicting needs,

evolving continuously, and constructed from heterogeneous parts.”
[Northrop+2006]

Managerial Independence of the Components: The component
systems not only can operate independently, they do operate

independently. The component systems are separately acquired and
integrated but maintain a continuing operational existence
independent of the system-of-systems.” [Maier1998]

= We have to enable independent Evolution

FSEN 2015 | Giese | Towards Smart Systems of Systems
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Challenge:
Resilience
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“The vision of Cyber-Physical System (CPS) is that of open, ubiquitous
systems [...] which [...] and fulfill stringent safety, security and
private data protection regulations.” [Broy+2012]

“Resilience[:] This area is the attribute of a system, in this case a SoS
that makes it less likely to experience failure and more likely to
recover from a major disruption.” [Valerdi+2008]

“"Resilience is the capability of a system with specific characteristics
before, during and after a disruption to absorb the disruption, recover
to an acceptable level of performance, and sustain that level for an

acceptable period of time." Resilient Systems Working Group, INCOSE

= We require Resilience for the SoS

FSEN 2015 | Giese | Towards Smart Systems of Systems



13

: ﬂ Hasso
Outline i

1. Challenges Ahead

2. Available Options

3. SMARTSOS
4. Conclusions & Outlook

FSEN 2015 | Giese | Towards Smart Systems of Systems



Option: Service- e
Oriented Architecture E Inetitut

14 7 /~  _a )" Service-Oriented Architecture:
~ Y m Dedicated services are offered by
w operation systems via defined service
management | | g1.system1 contracts can be offered, looked
\_ \ W Jj up, and bound at run-time

m Interoperability is provided by a
service bus

s2:system2

m Service oriented architecture
Modeling Language (SoaML) g
m a UML profile for modeling SUAM.L
[

m Support collaborations as first
class elements (service contracts)

collaboration2

s3:system3

m Links collaborations with
component-based models

FSEN 2015 | Giese | Towards Smart Systems of Systems



Option: Self-Adaptive
& Self-Organization

Hasso
Plattner
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m Make systems self-aware, context-
aware, and requirements-aware using
some form of reflection

15 m Self-Adaptive Systems:

s1:system1

s2:system2 m Enable systems to adjust their

structure/behavior accordingly

m Self-Organization:

m The capability of a group of systems to
organize their structure/behavior
without a central control (emergent
behavior)

coIIabo n

s3:system3

s4:system?2’ m Engineering perspective:

m a spectrum from centralized top-down
self-adaptation to decentralized
bottom-up self-organization with many
intermediate forms (e.g. partial

hierarchies) exists
FSEN 2015 | Giese | Towards Smart Systems of Systems
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Option:

o Hasso
Runtime Models atiner
16 _
Runtime models: ] Mosetas |t ion [« s 1L
m A causal relation between Context
the software and/or 1
context and the runtime / id
model is contained —”"—: sofware’ U H:T""C'O'n[e;t""p_yg
m Self-Adaptation can S
operate at a higher level
of abstraction
Example:
m A generic approach for —|  Adaption Engine
runtime models of the {
architecture running in . v — o |
EJB application servers | fdton [ Comed

FSEN 2015 | Giese | Towards Smart Systems of Systems [Vogel+2009,Vogel+2010]  [VogeldGiese2012]
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i Hasso
SMARTSOS: Main Idea ﬂ Institut

18

s1:system1

s2:system2

n collaboration2

collaboratigh

s4:system2’

N

m Service-Oriented Architecture can be
described by a graph of links between the
systems that evolve

m Self-Adaptive and Self-Organization can
be described by a graph of links between
the components resp. systems that evolve/
reconfigure and in case of reflection most
models can be described by such a graph
as well

m Runtime Models can be described by a

s3:system3

dynamic graph of models and links between

them

s5:system4

F

m1:

=

Graph transformation systems encoding
models and their linking would allow to combine
Service-Oriented Architecture, Self-Adaptive /
Self-Organization, and Runtime Models with
evolving structures and could be the basis for a
solid foundation for Smart SoS ...

FSEN 2015 | Giese | Towards Smart Systems of Systems




19

Graph Transformation
Systems: Nailve Example

m Map the tracks
m Map the shuttles

next

Track :,
Ton

Shuttle

m Map the
movement to
rules (movement
equals dynamic
structural
adaptation on the
abstract level)
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Track1 Track2
M.W
[ X X J o000
eee| t1:Track > ifrack [ee°

\

44

\\

l :Track

Rule:

t:T ck — t‘:Track t:

>

A

RHS s:Shuttle

s:Shuttle LHS
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SMARTSOS: Main Idea

local system model (Self) formal model
local context
=\ (Context)
|
|./
/
7
cyber world

:Shuttle

Reflection Model

Self

Context

FSEN 2015 | Giese | Towards Smart Systems of Systems
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Consistency of Cyber

Hasso
& Physical World e
y Institut
21
:Battery :Battery
:Mode ode
:Battery :Shuttle :Shuttle
:Mode ! !
‘Track —> :Track —> :Track
Shuttle :Battery
:Mode
:Track —> :Track
cyber world shuttle
:Shuttle :Shuttle 'I[‘a' ck N Track
:Track > :Track —> :Track

physical world
FSEN 2015 | Giese | Towards Smart Systems of Systems
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Sharing Runtime
Models & Visibility

: :Shuttle @
| vV

|

|

|

|

cyber world
Reflection Model

7Y self [ Context |y
( Monitor ) :Shuttle
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Legend

directly visible

visible via share-mode
detect-obstacle




:Battery :Battery :Battery formal model
:Mode :Mode :Mode
— — :Allocate
Track —> Track —1 :Track — ‘Track Track —> ‘Track
cyber world
Transport e
I _,""- 75\\ - “\ I
| (Sos type) .~ Coord (collaboration type) 8 \ - Allocate (collaboration type) . N I
I /\ A /N I
| A M -7 N l
. K4 S — % __ - N

i S e i S -
: I Shuttle (system type) / ' | Station (system type) | |

. |- |
| I : :Shuttle | : :Station | :
: : i )

. l: (

I | Reflection Model Reflection Model Reflection Model | ' Reflection Model | :
: | Self Context Self Context Self Context | l Context | |
I . l .
| =- - I
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SMARTSOS:
Collaboration Types

Definition 2 (see [54]). A collaboration type Col; = (col;, (ro}, ..., ro}'"),CD;,
R;, ®;) consists of a collaboration type node col;, a number of role types 70?{ , an
UML class diagram CDy, a function R; : {col;,ro},...,rol'} + 2R assigning
rules to role types. and a guaranteed property @;.

Hasso
Plattner
Institut

Coord «collab»

1 1
next rear front
1 |
1 1 1
on Shuttle «role»

Track |g

1 0..*| timeAtTrack : clock
mode 4 1  bat ¢ 1
Mode Battery

FSEN 2015 | Giese | Towards Smart Systems of Systems




SMARTSOS:

Hasso
- Plattner
Collaboration Types Inatitut
25 Definition 2 (see [54]). A collaboration type Col; = (col;, (ro},...,r0;"*),CD;,

i, ©;) consists of a collaboration type node .. a number of role types ro’!, a
R;, @;) consist llaboration type node col;. a number of role t 0{, n
UML class diagram CD;, a function R; : {colj,ro;,...,ro}"} 2R assigning
rules to role types. and a guaranteed property @;.

create shuttle
<<create>>

move
M this:Shuttle M s e self:Shuttle M
<create>> <<destroy>> cate>
on R on on on on on
next next next
tl:Track »  t2:Track »  t3:Track t1:Track »  t2:Track
{s1.timeAtTrack > 10; s1.timeAtTrack’ = 0}
create coordination
move in coordination
<<create>> dc:Coord
_ rear front
rearx«crea te>. ' <<create>> P front / \
rear/ Nnt self:Shuttle f s2:Shuttle
>,
self:Shuttle s2:Shuttle <<destroy>> gate
on on on
on on next
next . i .
t1-Track »  12:Track {s1.timeAtTrack > 10; s1.timeAtTrack’ = 0}

{s1.timeAtTrack > 3}
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SMARTSOS:
Collaboration Types

Definition 2 (see [54]). A collaboration type Col; = (col;, (ro}, ..., ro}'"),CD;,
R;, ®;) consists of a collaboration type node col;, a number of role types roi , an
UML class diagram CD;, a function R; : {col;,ro},...,rol'} + 2R assigning
rules to role types, and a guaranteed property @;.

Hasso
Plattner
Institut

collision -3 missing collaboration -3
rear front fron\%
s'1:ShuttIe sZ:ShuttI'e s1:Shuttle s2:Shuttle
o\ /)n on on
next

{s1.timeAtTrack > 5}

FSEN 2015 | Giese | Towards Smart Systems of Systems
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SMARTSOS: o
Collaboration Types ﬂ Inetitut

Definition 2 (see [54]). A collaboration type Col; = (col;, (ro}, ..., ro}'"),CD;,
R;, &;) consists of a collaboration type node col;, a number of role types ‘ro{ , an
UML class diagram CD;, a function R; : {col;,ro},.. ., rol} = 2R assigning

rules to role types. and a quaranteed property @;.

m The roles of the collaborations capture the permitted behavior:
m Underspecification permits local decisions/self-adaptation. E.g.,
0 Non-determinism provide options for decisions
o Time intervals allow to optimize timing via self-adaptation
m Self-Organization based on runtime models become possible:
m Required properties must emerge from local rules

m Context and runtime models can be employed as well
(stigmergy, context-aware rules, ...)

2> We support SoS-Level Self-Organization, SoS-Level Structural
Dynamics, and Runtime Knowledge Exchange

FSEN 2015 | Giese | Towards Smart Systems of Systems



SMARTSOS: o
System Types ﬂ Inetitut

Definition 3 (see [54]). A system type Sys; = (sys;, (ro} ro;*),CD;, R,

L IR '
I;,W;) consists of a system type node sys;, a number of role types ro], a class

diagram CD;, a function R; : {sys,,ro},...,rol"} = 27 assigning rules to role

types, a set of initial rules I; C R;(sys;), and a safety property ¥;.

28

m The system behavior has to respect the roles (of the collaborations):
m All rules with side effects have to refine permitted behavior
m All rules can access the elements visible via collaborations

m Self-Adaptation based on runtime models become possible:
m Self: runtime model of the system itself

m Local context: local context of the system

m Shared context: runtime models of other systems

= We have enabled Self-Adaptation for the systems

FSEN 2015 | Giese | Towards Smart Systems of Systems
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SMARTSOS: Correct .
Collaborations ﬂ Inatitut

Definition 8 (see [54]). A collaboration type Col; = (col;, (ro}, ..., ro;*),CD;,
R;, ®;) is correct if for all initial configurations Gy € Gy(CD;) holds that for
R;(Col;) = Ri(ro})U---UR;(ro?)UR;(col;)) the overall behavior of the collabo-

ration the reachable collabomtwn configurations are correct: Gy, Ri(Col;) = @;.

rear fron
ca ont rear front

FSEN 2015 | Giese | Towards Smart Systems of Systems
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SMARTSOS: Correct o
Systems E Inatitut

Definition 9 (see [54]). A system type Sys; = (sys;, (ror....,ro""),CD;, I;,W;)
is correct if for all initial configurations G1 € Gy(CD;) holds that the reachable
configurations are correct G, Ri(sys;) UCOM P(Sys;) U I; = ¥; (1) and the
system behavior R;(sys;) refines the orthogonally combined role behavior and cre-
ation behavior

R,-,(syst-) C Rz(roll) .- U R,,(rozn”') u ;. (2)
To add the collaboration behavior to the system behavior for each role without
the role itself, we employ here COM P(Sys;) = U1<l<m.,,; CODM P(Sys;, rol) with
COM P(Sys;,r0) = R;(Col;) which is covered by R;(sys;) to derive a related
closed behavior.

front rear
:Shuttle

- ~o

- ~o

FSEN 2015 | Giese | Towards Smart Systems of Systems



31

SMARTSOS: Scalable .
Correctness SoS ﬂ Inatitut

Theorem 1 ( [54]). A system of systems sos = (SoS, Gy) with system of system
type SoS = ((Coly,..., Coly,),(Sys,...,Sys,,)) is correct if (1) the system of
system type SoS is type conform, (2) all collaboration types Colq,...,Col, are
correct, and (3) all system types Sys,,...,Sys,, are correct.

m
Decompose verification: éear fron&|
m Verification guarantees properties ~ """"""""
for the collaborations (no collision) -Coord ,‘
m Verification guarantees conformance -
for systems (ports refine roles) front rear
m Compositional result: Properties hold for all fg :Shuttle fg

collaborations in correctly composed system

deployments front rear front rear

Shuttle 11— —{]  :Shuttle [J

- ~o

- ~o

= We have a first element for the Resilience of the SoS

FSEN 2015 | Giese | Towards Smart Systems of Systems
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SMARTSOS: Correctness

of a Collaboration

Verification Problem:
m Infinite many initial states or reachable state are possible

m State and sequence properties would be of interest

Checking Options:
m Model Checking (mapping to GROOVE; only debugging)

O

O

Limited to small configurations and finite models
Extension for continuous time have been developed

m Invariant Checker for state properties (our development)

O

Analyze that changes can not lead from safe to
unsafe situations (inductive invariants)

Supports infinite many start configurations specified
only by their structural properties

Supports infinite state models

Extension of time and discrete variables exist
Incremental check for changed rules
Extension of hybrid behavior

FSEN 2015 | Giese | Towards Smart Systems of Systems
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correct
system
graph

collision =3

rear front

| s1:Shuttle | | s2:Shuttle |

[ICSE2006, ISORC2008]
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SMARTSOS: Correctness
of a Collaboration

Hasso
Plattner
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Observation: any possible counter-example

must contain an intersection between the

nodes of the RHS of the rule and the (1) P*
forbidden graph F. Therefore, if (P,r) is a —
counterexample, then: '

(1) exists a P’ which is the combination of a
RHS of a rule r and a forbidden graph
pattern F,

(2) it holds P > P’ (which implies that no
rule r’ with higher priority can be
applied), and

(3) there exists no forbidden graph F’
which matches P (as then the graph
before was not correct already)

could be a real one.

(3) P pe
Idea: Algorithm constructs all possible r
counter-examples and checks whether any a

FSEN 2015 | Giese | Towards Smart Systems of Systems
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SMARTSOS: Correctness
of a Collaboration

Hasso
Plattner
Institut

_m

Correctness of the Coord 340 ms
Collaboration

Role refinement by the shuttle 47 ms
systems

m The checking is quite fast as it does not consider the state space

m The complexity mainly depends on the complexity of the rules and
properties (resp. the possible overlaps)

m Time leads to a low number of constraints (here 22) that only
require a negligible fraction of the effort

BUT: only state properties!

FSEN 2015 | Giese | Towards Smart Systems of Systems
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SMARTSOS: Evolution e
& Correctness ﬂ Inatiter

Definition 13 (see [54]). An extended evolution sequence (50S1,GY),. .., (S0Sy,
G'S) with SoS,, = ((Coly,...,Coly),(Sysy,...,Sys,)) is correct if for any com-

bined path 7y o --- o m, such that m; is a path in SoS; leading from GY% to G’ng
for i < n and that m, is a path in SoS,, starting from G holds: Ty o ---omy, |=
Dy N ANDy AN N --- ANy, An evolution sequence SoSq, . ..,S0S,, is correct
if all possible related extended evolution sequence (SoSy, GY),. .., (S0S,, G%) are
correct.

________________________________

________________________________

________________________________

~ -
_______________________________

FSEN 2015 | Giese | Towards Smart Systems of Systems
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SMARTSOS: Evolution
& Correctness

Hasso
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Theorem 2 (see [54]). An evolution sequence of systems SoSy,..., SoS,, is

7 7

correct if the related dynamic evolving system of system type E(S0Si,S0S,) is
correct.

Lemma 2 (see [54]). For a correct collaboration type Col holds also that its
dynamic extension E(Col) is correct. For a correct system type Sys holds also
that its dynamic extension E(Sys) is correct.

Due to Lemma 2, it is sufficient to simply check the collaboration and system
types and this already guarantees that any extended evolution sequence will also
show correct behavior.

Consequences:

> Verification support for Evolution allows to operate with only
Restricted Knowledge as available in case of independent
operation and management

2> Verification enables independent Evolution to some extent

FSEN 2015 | Giese | Towards Smart Systems of Systems
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i ﬂ Hasso
Conclusions natitat

Graph transformation systems encoding models and their linking
allow to combine Service-Oriented Architecture, Self-Adaptive / Self-
Organization, and Runtime Models with evolving structures and are a
suitable basis for a solid foundation for Smart SosS ...

m Collaborations support SoS-Level Self-Organization, SoS-Level
Structural Dynamics, and Runtime Knowledge Exchange

m Runtime models and via collaborations shared runtime models
enabled Self-Adaptation of the systems

m Compositional Verification is a first element for the Resilience of the
SoS

m Verification support for Evolution allows to operate with only
Restricted Knowledge as available in case of independent
operation and management and enables independent Evolution to
some extent

FSEN 2015 | Giese | Towards Smart Systems of Systems
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&
Outlook Inatitut

m The suggested model is a rather strong idealization:
m If wrong likely also related less idealized design will fail as well
m More accurate models can be used (verification gets harder)

o the systems may copy (with some measurement effects)
their context to capture delays etc.

o the systems may hand over copies of their context to other
systems such that the visible shared context is exchanged

m The formal model requires a strong separation into collaborations
m The formal model does only support time, but extensions exists

m Hybrid, probabilistic, more complex attributes types and
updates,

m The formal model requires maybe too much expertise, but ideas to
better support the average modeler are under development

FSEN 2015 | Giese | Towards Smart Systems of Systems
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