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Covid Regulations

Please, register to this event Please, always wear your mask
with the Corona Warn-App! and sit in a checkboard fashion.

Schmidl & Wenig
Large-Scale Time Series Analytics La rg e- S Ca I e TSA

F-E.06, Campus II, HPI . Winter 2021/22
When you sit, you can take the Chart 1

mask off.
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Deep Dive into Time Series Anomaly Detection
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Organization

m Introduction Round
m Team Building

m Fix Dates
Definitions

m Time Series

m  Anomaly
Algorithms

m Unsupervised

m Semi-Supervised

m Supervised

m Preliminary Evaluation Results

Tools

m  GutenTAG

m TimeEval

m UltraMine

Research Example: S2G++
Homework
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Introduction round

= Name
s Interests
o Technologies

o Research fields
= Hobbies?

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 5
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Team Building

If you haven't found a team partner, do so now.

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 6
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Fix Dates “dm@ﬁ@ E

1. Bi-weekly
m Starting this week
m All together

We prefer

m Every team presents current progress
m Meeting room F-2.10 (most likely)

2. On-demand
m Every team sends us date proposals
m Minimum once every 2 weeks

m More if needed

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 7



Fix Dates

GMT+01

06:00

0700

08:00

10:00

1100

13.00

14:00

1500

16:00

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 8
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Time Series i @ﬁ@

Time series =
data series

Ordered set

in general) is an ordered set T = {11, Tp, . . ., T, } of m real-valued,
potentially multi-dimensional data points T; € R™. A subsequence

Ti,j ={Ti,....Tj} € T is a contiguous segment of T with length Real-valued multi-

dimensional data
points

and rgMeves the algorithms from interprc@ the concrete contin-
measures (time, mass, angle, etc.); d ies not following
is assumption need to be discretized.

S_ubsequence = Schmidl & Wenig
contiguous segment of Large-Scale TSA

time series with length Winter 2021/22
>=1 Chart 10

equidistant
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Time Series or timestamps '%%
m

Index value_0O
import pandas as pd

0 0.199

1 0.323 time_series = pd.read_csv(PATH_TO_CSV)
time_series.plot()

2 0.339

3 0.401

4 0.356

5 0.299

6 0.200

7 0.154 i | Schmidl & Wenig

Large-Scale TSA
Winter 2021/22
Chart 11
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Time Series Zm@ﬁ@
Index value_0 value_1 Multivariate

0 0.199 0.199 = Same time

1 0.323 0.323 = Same subject

2 0.339 0.339 = But multiple (different)

3 0.401 0.401 channels

4 0.356 0.356

5 0.299 0.299

6 0.200 0.200

7 0.154 0.154 Schmidl & Wenig

Large-Scale TSA
Winter 2021/22
Chart 12
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Time Series 5

Index value_0 value_1 is_anomaly La be|ing

0 0.199 0.199 0 = Single point labels

1 0.323 0.323 0

2 0.339 0.339 0

3 0.401 0.401 0 Ogvlzgltae:;::gv

4 0.356 0.356 0 subsequences

5 0.299 0.299 1

6 0.200 0.200 1

7 0.154 0.154 1 Schmidl & Wenig

Large-Scale TSA
Winter 2021/22
Chart 13
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Definitions

Largest distance from rest of data points/subsequences
Highest error in reconstructing learned behavior
Most isolated part(s) of time series

Part of the data set that cannot be explained by the underlying function that the data
set follows.

Examples

Single Point Extrema Pattern Change Correlation Anomaly

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 14
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Example Dataset Anomalous subsequence

{_A_\

— value

A AN A Y

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
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I ————————————————————————————————
Algorithm Method Families

Forecasting methods

= Reconstruction methods WWM
| |

Encoding methods

Distance methods

\;\‘c/.t//
Distribution methods

Isolation tree methods WNWN

Slide 17
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Algorithm Learning Types

Train Test

AV AVAVA!
VN AN
AL AN

s Unsupervised

s Semi-supervised

= Supervised

Slide 18




Unsupervised Algorithm Example
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Matrix Profile
Time Series with Length, n = 13

0/1]3 2|9]11415/1]2 2|10/ 7

%

. ./ N/
et % |

#lustrativeExampls

e

’/
\¥0—0/

Subsequence

[0]1]3 2]9]1 141512 2]10]7
5 ,—-7-4\

\

e

N e
0—__?'_‘: L ’ b " T %J ’ e u

#lustrativeExampls

Pairwise Euclidean Distance

[o[1[3]2]9]1]14/15]1]2]2]10[7]

Pairwise Euclidean Distance

|o[1/3]2]9/1[14/15/1]2|2]10/ 7]

[0]173]2]9/1[14/15/1]2]2]10/ 7]

Matrix Profile

do0i:10.1109/ICDM.2016.0085, source: https://stumpy.readthedocs.io/en/latest/Tutorial The Matrix Profile.html

w ool * | * [ %[ *]|=
* |14l *
* | * |62
* [70] * *
x| * * Iy
* [1a0) * *
x| * 14.1
* |14.0]
14 *
* |82
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https://doi.org/10.1109/ICDM.2016.0085
https://stumpy.readthedocs.io/en/latest/Tutorial_The_Matrix_Profile.html
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Unsupervised Algorithm Example '3, @ﬁ@

m
=

Matrix Profile

Matrix Profile 0(1/3 2,9 114151 |2 2|10|7

* "
w
- ®
6.2 .
.
* 2
o
* x| * * 1. “ N —
-
* a6 * | * * * B —
| % | % | % | 141 * N
x| * haol * | * * * .
w el e [« ]+ .| - .
B « | * * . . " . . :

.2

*

Y

%
A I B

| #| 2| #| #| =

| | #| #

%
#

#DistanceProfies 6.9 (1.4 |6.2|79|11.4/13.6(14.1|14.

#MatrixProfileAnnotation

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 20

do0i:10.1109/ICDM.2016.0085, source: https://stumpy.readthedocs.io/en/latest/Tutorial The Matrix Profile.html



https://doi.org/10.1109/ICDM.2016.0085
https://stumpy.readthedocs.io/en/latest/Tutorial_The_Matrix_Profile.html
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Semi-Supervised Algorithm Example

m Encoder Decoder Anomaly Detector (EncDec-AD)

Training

AN AW

arXiv:1607.00148

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 21


https://arxiv.org/abs/1607.00148
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Semi-Supervised Algorithm Example A iy
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m Encoder Decoder Anomaly Detector (EncDec-AD)

el

Test

!

arXiv:1607.00148

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
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https://arxiv.org/abs/1607.00148
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Semi-Supervised Algorithm Example

m Encoder Decoder Anomaly Detector (EncDec-AD)

Test Anomaly Score

P N

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 23

arXiv:1607.00148


https://arxiv.org/abs/1607.00148
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Supervised Algorithm Example '3, g

m
=

s Normalizing Flows

Training

Labels

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 24

arxiv:1912.09323
Further reading (mathematics!!!): http://akosiorek.github.io/ml/2018/04/03/norm_flows.html



https://arxiv.org/abs/1912.09323
http://akosiorek.github.io/ml/2018/04/03/norm_flows.html
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Supervised Algorithm Example '3, g

m
=

s Normalizing Flows

Anomaly Score

(O

Schmidl & Wenig
Large-Scale TSA
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arxiv:1912.09323
Further reading (mathematics!!!): http://akosiorek.github.io/ml/2018/04/03/norm_flows.html
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http://akosiorek.github.io/ml/2018/04/03/norm_flows.html
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Preliminary Evaluation Results

Schmidl & Wenig
Large-Scale TSA

Winter 2021/22
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GutenTAG

A Good Timeseries Anomaly Generator

timeseries:

- name: demo
length: 10000
channels: 1
semi-supervised: true
supervised: true
base-oscillation:

kind: sinus
frequency: 10.0
amplitude: 1.0
variance: 0.05

anomalies:
- position: end
length: 100
kinds:
- kind: amplitude
parameters:

amplitude_factor: 2.0
# - position: beginning

https://gitlab.hpi.de/akita/guten-tag

=2
4200 4400 4600

Output format

Time Series Properties

Anomalies Properties

4800 5000 5200 5400

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 28


https://gitlab.hpi.de/akita/timeeval
https://gitlab.hpi.de/akita/guten-tag
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A Good Timeseries Anomaly Generator s

Q‘o cf\

00

Sine wave ™)
: W\MMANW\MMNWWW\JWWWWAMM“ Variation of
L] .
B T B - Noise
9 Random walk g - Trend
-g - W - #dimensions
- Polynomial - #anomalies (similar or different)
9 \/\ r
w - e
o . T . avn :
8 ECG . -
S : WW\/WW\/W ELEN
inder-bell-funnel LWV T
L I O

Anomaly types
Chart 29

https://gitlab.hpi.de/akita/guten-tag



https://gitlab.hpi.de/akita/timeeval
https://gitlab.hpi.de/akita/guten-tag
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TimeEval
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= Integrated benchmark datasets

s Adapter architecture for algorithm
integration (FunctionAdapter,
DockerAdapter, ...)

= Automatic quality scoring using
different metrics

= Automatic timing of the algorithm
execution

s Distributed experiment execution

= Output and logfile tracking for
subsequent inspection / debugging

https://gitlab.hpi.de/akita/timeeval

0 TimeEval &

Project ID: 4041

<284 Commits V 8Branches ¢? 4Tags [ 5.9MBFiles B 11.1 MB Storage

Evaluation Tool for Anomaly Detection Algorithms on Time Series

fagy frsStar | 0

Y rork 0

master timeeval /| + «

TimeEval

Evaluation Tool For Anomaly Detection Algorithms on time series.

History | Findfile || webIDE || &b v

See TimeEval Algorithms for algorithms that are compatible to this tool. The algorithms in this repository are containerized and can be

executed using the DockeraAdapter of TimeEval.

7 /7//DASK

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 31



https://gitlab.hpi.de/akita/timeeval
https://gitlab.hpi.de/akita/timeeval

\,50'\\7 €Tsyy S

. i!!!lll!!!i
e
Yam

'%\0 a

TimeEval

WHAT c'".“.n Gn wnnuﬁn Schmidl & Wenig

memegenerato Large-Scale TSA
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UltraMine

UltraMine
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Architecture

)— Wrapper Python

supplies data »

« starts task

Jupyter J Frontend
0 Bokeh TS

sends data ¥

REST API

S

A supplies data

Algorithms )— Wrapper Scala

)— Wrapper ...

[[] Frontend Components
[ Backend Components

D external Components

Q

O FastAPI

Backend P

Datasets

reads data»
>

¥ saves data

DB Mapping

o

Database

csy, ..

Chart 33
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Research Example: DADS

(more efficient)
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Series2Graph - i
Subsequence Intersection Edge Subsequence
Embedding Calculation Extraction Scoring

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 36

doi:10.14778/3407790.3407792



https://gitlab.hpi.de/akita/timeeval
https://doi.org/10.14778/3407790.3407792

SeVeTsi
..»o i
DADS @A@
= Distributed Anomaly Detection System
Detection of ial A lies in Univariate Time Series ( DA D S )
R = Distributed implementation of the kk
i | Series2Graph (S2G) algorithm ACI. Qa

s Distributes computation as well as
temporary data

s Reactive / minimizes communication

barriers
Schmidl & Wenig
Large-Scale TSA
= Implemented using Akka Winter 2021/22

Chart 37

doi:10.1007/s00778-021-00657-6



https://gitlab.hpi.de/akita/timeeval

20000

DADS: Subsequence Node Edge Subsequence
Embedding Extraction Extraction Scoring




DADS
I T S2G S2G+ DADS DADS DADS
(x106) (1P,1T) (1P20T)  (12P20T)
0.01 4 4 6 5 7
0.1 35 29 12 7 7
1 388 297 145 19 9
10 5,897 3,077 904 145 26
50 TL 15,947 4,575 727 106
100 ML ML ML ML 206
200 ML ML ML ML 401
300 ML ML ML ML 586
400 ML ML ML ML 802
500 ML ML ML ML 986

doi:10.1007/s00778-021-00657-6

\,50\\7 ersy; tq?

250 <EEp
d‘p

runtime in seconcds

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
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https://gitlab.hpi.de/akita/timeeval
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Research Example: S2G++

(more capable; work in progress)




Series2Graph
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Series2Graph

-200

200

400

Schmidl & Wenig

o H’ Large-Scale TSA
5;400300 Winter 2021/22
» . 5 ! . S Hy Chart 44
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Series2Graph++
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Series2Graph++
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Series2Graph++

Schmidl & Wenig
Large-Scale TSA
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Series2Graph++

Schmidl & Wenig
- Large-Scale TSA
 Winter 2021/22
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Series2Graph++

Schmidl & Wenig
Large-Scale TSA
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Series2Graph++

Schmidl & Wenig
Large-Scale TSA
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Series2Graph++
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m Literature: Draft of our experimental evaluation paper

o Introduction to subsequence
- | anomaly detection in time
nomaly Detection in |meph:r|es‘ va::a: n Seri es

o Overview about current
State-of-the-Art methods

o Categorization of methods

o Experiment setup and
assumptions

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 54

Don’t share or publish!

Find in the PDF in our seminar OwnCloud share.



Homework

m Literature: Ongoing discussion on how to assess time series anomaly

detection methods, e.q.

Current Time Series Anomaly Detection
Benchmarks are Flawed and are Creating the
lllusion of Progress
Renjie Wu and Eamonn J. Keogh

benchmark daasets,creatod y Yahoo, Numenia, NASA, G I work wo k. supising lim, T maorty o the

gor
o

A,
mesningiul gauge ofoveral pogrss.

ndex doop eamig,

1 INTRODUCTION
o

in virtu

mining and machine lesrning conferen
SIGKDD [2], 3], ICDM [4], ICDE, SIGMO

Source:
https://doi.org/10.1109/TKDE.2021.3112126

Current datasets
— are too trivial

— have unrealisticly dense
anomalies

— have mislabeled data

— have more anomalies in
the last points

Schmidl & Wenig
Large-Scale TSA
Winter 2021/22
Chart 55
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Homework

m Check out the material in our seminar share (E-Mail with link follows)
m Datasets
Algorithms

Literature (Papers)

s Metadata and evaluation results

m Decide on your team direction (goal):
m More reliable
m More accurate
m More efficient Schmid! & Wenig
m More capable Large-Scale TSA

Winter 2021/22
Chart 56



Further Survey/Review papers

Chandola, Varun, Arindam Banerjee, and Vipin Kumar. Anomaly Detection: A Survey.

ACM Computing Surveys 41, no. 3 (2009): 1-58.
https://doi.org/10.1145/1541880.1541882.

Gupta, Manish, Jing Gao, Charu C. Aggarwal, and Jiawei Han. Outlier Detection for
Temporal Data: A Survey. IEEE Transactions on Knowledge and Data Engineering
(TKDE) 26, no. 9 (2014): 2250-67. https://doi.org/10.1109/TKDE.2013.184.

Choudhary, Dhruv, Arun Kejariwal, and Francois Orsini. On the Runtime-Efficacy
Trade-off of Anomaly Detection Techniques for Real-Time Streaming Data.
ArXiv:1710.04735, October 12, 2017. http://arxiv.org/abs/1710.04735.

Chalapathy, Raghavendra, and Sanjay Chawla. Deep Learning for Anomaly
Detection: A Survey. ArXiv:1901.03407, 2019. http://arxiv.org/abs/1901.03407.

Blazquez-Garcia, Ane, Angel Conde, Usue Mori, and Jose A. Lozano. A Review on
Outlier/Anomaly Detection in Time Series Data. ArXiv:2002.04236, February 11,
2020. http://arxiv.org/abs/2002.04236.

Braei, Mohammad, and Sebastian Wagner. Anomaly Detection in Univariate Time-
Series: A Survey on the State-of-the-Art. ArXiv:2004.00433, April 1, 2020.
http://arxiv.org/abs/2004.00433.
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https://doi.org/10.1145/1541880.1541882
https://doi.org/10.1109/TKDE.2013.184
http://arxiv.org/abs/1710.04735
http://arxiv.org/abs/1901.03407
http://arxiv.org/abs/2002.04236
http://arxiv.org/abs/2004.00433
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