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Abstract. Group signatures allow group members to sign on behalf of
the group anonymously. They are therefore well suited to storing data in
a way that preserves the users’ privacy, while guaranteeing its authen-
ticity. Garms and Lehmann (PKC’19) introduced a new type of group
signatures that balance privacy with utility by allowing to selectively
link subsets of the group signatures via an oblivious entity, the con-
verter. The conversion takes a batch of group signatures and blindly
transforms signatures originating from the same user into a consistent
representation. Their scheme essentially targets a setting where the en-
tity receiving fully unlinkable signatures and the converted ones is the
same: only pseudonyms but not full signatures are converted, and the
input to the converter is assumed to be well-formed. Thus, the converted
outputs are merely linkable pseudonyms but no longer signatures.

In this work we extend and strengthen such convertibly linkable group
signatures. Conversion can now be triggered by malicious entities too,
and the converted outputs can be publicly verified. This preserves the
authentication of data during the conversion process. We define the
security of this scheme and give a provably secure instantiation. Our
scheme makes use of controlled-malleable NIZKs, which allow proofs to
be mauled in a controlled manner. This allows signatures to be blinded,
while still ensuring they can be verified during conversions.

1 Introduction

Group signatures allow members of a group to sign messages anonymously [18,
4,7,13,29,36,8]. A valid group signature attests that it was signed by a group
member, without revealing the signer’s identity, or whether signatures stem from
the same user. They are therefore useful when data is collected that should be
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authenticated while preserving the privacy of the data sources. However, full
anonymity might be undesirable. It may be necessary to know the correlation
among some data events. For instance, several high value blood pressure mea-
surements might not be critical unless they originate from a single user.

To address the balance between privacy and utility, several linkability mech-
anisms have been introduced. Standard group signatures [18,7,4, 5,8, 36] have
an opening mechanism, that allows a trusted opener to de-anonymise signatures.
Less privacy invasive forms exist, where the opener no longer fully de-anonymises
users, but merely tests whether two signatures stem from the same one [31, 32,
39, 33, 20]. Another line of work avoids the trusted entity for opening and rather
supports pseudonymous group signatures where users can choose to sign either
with a fresh, and unlinkable pseudonym or re-use an established one, making all
signatures under the same pseudonym publicly linkable [9, 14,6, 11,10, 24, 23].

Group Signatures with Selective Linkability. Garms and Lehmann [27] argue that
none of these schemes provides the flexibility and privacy needed in practice, as
they either require the user to decide upon the desired linkability when signatures
are computed, or the usage of the linkability gradually erodes the users’ privacy.

To overcome these limitations, they proposed a more flexible variant of link-
ability in the form of the CLS scheme [27]. While all group signatures therein are
fully unlinkable per default, i.e. each pseudonym is fresh, certain subsets can be
converted into a linked representation. The conversion is performed obliviously
by a trusted converter that blindly transforms a batch of pseudonyms, mapping
different pseudonyms stemming from the same user into the same one. To avoid
the erosion of privacy, due to a user’s signatures gradually being linked together
as a result of successive convert queries, converted pseudonyms obtained through
different queries remain unlinkable, i.e., conversions are strictly non-transitive.

Trusted Data Lakes and Data Processors. However, [27] assumes the party re-
ceiving/ verifying fully unlinkable signatures (the data lake) and the one obtain-
ing the converted linked ones (the data processor) to be the same entity, or belong
to the same trust domain. In their scheme the data lake only inputs pseudonyms
to the converter but not the actual signatures, the authenticity of data gets lost
in the conversion process. Therefore, a data processor only receives converted
pseudonyms from the converter and must trust the data lake that converted data
originates from actual user data. It also assumes inputs from the data lake to
the converter to be well-formed. The security guarantees only hold when “valid”
pseudonyms are converted for which correct group signatures exist. As the con-
verter in [27] receives blinded pseudonyms and no signatures, this assumption is
impossible to enforce other than by considering honest requests only.

For many applications, this assumption may not be realisable and security
from a malicious data lake is vital. For example, in the US the Regional Health
Information Organization (a data processor) has the role of integrating the med-
ical records of many hospitals. In practise, this data is often stored by a third
party (a data lake) that is not trusted by the hospitals or research organisations
that process the data [19]. As discussed above, correlation of data by user can
provide additional insights to the data processor in terms of medical analysis.



However, to protect the user’s privacy, correlated data should not be revealed
to the data lake. Additionally, the data processor will want assurances that the
data processed is authentic user data. Also, Google (a data lake) has been collect-
ing anonymised location data during the COVID-19 pandemic to monitor social
distancing [1]. In this case the correlation of data by user is valuable for anal-
ysis, such as to gain insights into how behaviour changes based on restrictions.
However, this comes with a threat to the user’s privacy. Ideally, data should be
stored anonymously to preserve the users’ privacy, but data processors, such as a
governmental public health organisation, might be allowed to request to blindly
link the data, for example, to provide insight into distances travelled which is
only possible if data is correlated by user. Such data processors may not fully
trust Google as a data lake. Therefore, the data processor may want assurance
that security and privacy holds even if the data lake acts maliciously.

Our Contributions. In this work we strengthen the concept of convertibly
linkable group signatures (CLS+) to capture the scenario that the data lake and
data processor do not belong to the same trust domain. That is, we guarantee
the desired security even when conversion is triggered by malicious data lakes.
Further, we leverage the trusted converter to not only blindly transform the
pseudonyms but also blindly re-authenticate the associated messages, preserving
the authenticity of the data during conversions. We start by lifting the security
and privacy definition given in [27] to this stronger setting. Our security model
grants the adversary the power to request conversions of arbitrary and blinded
inputs. We propose a construction that provably satisfies the desired properties.

Our CLS+ Construction. In the CLS+ model, an issuer joins users to the group.
A data lake holds a set of users’ (message, pseudonym, signature) tuples. They
blind a subset of these to the converter for conversion with respect to the intended
data processor’s public key. The resulting converted (message, pseudonym, signa-
ture) tuples are output to the data processor for unblinding. After unblinding the
pseudonyms should be consistent, i.e. pseudonyms from the same conversion and
from the same user should be the same. As conversions should be non-transitive,
pseudonyms should be unlinkable by user across conversion queries.

A user’s and issuer’s key pair is that of an automorphic signature scheme [25],
a structure—preserving signature scheme [2] where the verification keys lie within
the message space. When joining the group, the issuer signs the user’s verification
key, yielding the user’s membership credential. During signing, the user encrypts
its verification key under an encryption public key held by the converter to form
the pseudonym, and proves knowledge of a valid automorphic signature on the
message with respect to this verification key, and of a valid credential for this key.
In order to blind signatures yet still allow verification during conversions, we use
zero-knowledge proofs (NIZKs) that are controlled malleable [16], which can be
realised with Groth-Sahai proofs [30]. This allows to encrypt the pseudonym and
message under an encryption public key held by the data processor (the blinding
public key), and transform the proof accordingly. Because the malleability is
controlled, this does not affect the unforgeability of the signatures.



The converter then decrypts the pseudonyms using the converter’s encryp-
tion secret key. A nested form of ElGamal encryption allows us to remove layers
of encryption under different public keys in any order. The resulting pseudonym
is re-randomised under the blinding public key and then transformed under a
random value r. This value is chosen fresh for every conversion query to ensure
non-transitive conversions, but re-used within this query to ensure the resulting
pseudonyms are consistent. The converter signs the converted pseudonym and
message with the signing key for a standard digital signature scheme to attest
that they originate from a valid query containing verifiable signatures. As we as-
sume the converter is at most honest-but-curious, the authentication of converted
signatures is carried over from that of the blinded signatures. During unblind-
ing, the data processor decrypts the message and converted pseudonym under
the blinding secret key. The final pseudonyms will be consistent, pseudonyms
from the same conversion and authored by the same user will be the same. The
original output of the converter is included in the signature, along with a proof
of correct unblinding. This carries forward the authentication during unblinding.
We prove that our construction is secure, assuming the security of the automor-
phic signatures, standard digital signatures and the controlled malleable NIZKs,
as well as the SXDH assumption.

Other Related Work. In [34] group signatures can be converted into standard
signatures, but all of a user’s signatures are de-anonymised. In [35, 37], the power
of the opener is reduced. In [35], they avoid the need for an opener, by allowing
users to prove or deny authorship of a signature. The opener can also prove that
two signatures originate from the same user without revealing user identities.
In [37], another entity is introduced, the admitter. They have the power to
specify messages, so that only signatures on those messages can be opened.

2 Syntax and Security Model for CLS+

We define the syntax and security model for CLS+ signatures, an extension of
the CLS model [27] that no longer requires the assumption that conversion of sig-
natures is triggered by honest verifiers. Whereas CLS only converts pseudonyms,
our CLS+ scheme preserves the validity of the associated signatures.

As in CLS, our CLS+ scheme assumes an issuer Z, a set of users U = {wid,},
and a converter C. The issuer Z joins new users to the group, who can sign
pseudonymously. While signatures are fully unlinkable by default, they can
be linked in a controlled manner by the converter C, who blindly converts
pseudonym-message-signature tuples into a consistent (now) authenticated form.

In contrast to CLS, we split the verifier role into a data lake £ and data
processor P. The data lake (or any verifier) can collect and verify the unlinkable
signatures w.r.t the group’s public key. Additionally, the data lake can request
conversions by blinding signatures for a particular data processor P in a con-
version request to the converter. The data processor can unblind and verify
the converted signatures output by the converter. Once unblinded, any verifier
can check the validity of the converted signature. In this way, we capture the



setting where a data processor (in a separate trust domain from the data lake)
can verify converted group signatures, whereas, CLS assumed that unlinkable
and converted signatures are used by the same entity (or within the same trust
domain). Any verifier can take the data lake role, as there are no dedicated keys.

2.1 Syntax of CLS+

We closely follow the notation from the framework for CLS [27], but extend the
blinding, conversion and unblinding procedures to transform signatures, as well
as pseudonyms. Verification is extended to also handle transformed and linkable
signatures. More precisely, a convertibly linkable group signature scheme with
preserved verifiability CLS+ consists of the following algorithms:

Setup & Key Generation. Each central entity generates their individual key pair.

CLS+.Setup(17) — pp: on input a security parameter, outputs the public pa-
rameters pp.

CLS+.IKGen(pp) — (ipk,isk): performed by the issuer Z, outputs the issuer
secret key isk, and the issuer public key ipk.

CLS+.CKGen(pp) — (cpk, csk): performed by the converter C, outputs the con-
verter secret key csk, and the converter public key cpk.

CLS+.BKGen(pp) — (bpk, bsk): performed by the data processor P, outputs
the blinding public key bpk and blinding private key bsk.

We write the group public key gpk to refer to (pp, ipk, cpk) and BK to denote
the public/private key space induced by CLS+.BKGen.

Join, Sign € Verify. A user must join the group via an interactive protocol with
the issuer, as is standard in group signatures [5]. Our construction requires that
the user already specifies the data processor’s key bpk when creating signatures,
and thus we reflect this in the syntax. While this limits the flexibility of the
data lake (it has to adhere to the choice of the user) it gives the users strong
control over the usage of their data, as only they can choose who can unblind the
converted (linkable) signatures. Signers still do not need to decide which data
should be linked, but only which data processors they trust to process their data.
To handle our setting where converted signatures can be verified too,
CLS+.Verify takes as input type = {tier-1, tier-2} that indicates the type of sig-
nature. We denote standard, fully unlinkable signatures produced by CLS+.Sign
as tier-1 signatures, and converted ones (from processing a tier-1 signature
with CLS+.Blind — CLS+.Convert — CLS+.Unblind introduced below) as tier-2
signatures.

(CLS+.Join(gpk), CLS+.lIssue(isk, gpk)): an interactive protocol performed by
the joining user uid and the issuer Z, who perform CLS+.Join and CLS+.Issue
respectively. If successful, CLS+.Join outputs gsk[uid]. During the protocol,
each algorithm inputs a state and an incoming message, and outputs an
updated state, an outgoing message, and a decision cont/ accept/ reject.



CLS+.Sign(gpk, bpk, gsk[uid],m) — (u, 0): performed by user uid for a data
processor with key bpk, outputs pseudonym p and signature o. For ease of
expression we treat the pseudonym p as a dedicated part of the signature.

CLS+.Verify(type, gpk, bpk, m, u, o) — {0,1}: performed by the data lake (or
any verifier), outputs 1 if ¢ is a valid {tier-1, tier-2}-signature.

Blind Conversion. As in the CLS model, to allow for blind conversions of signa-
tures, there are the CLS+.Blind, CLS+.Convert and CLS+.Unblind algorithms for
the data lake, converter and data processor respectively. The CLS+.Convert algo-
rithm, on input blinded unlinkable pseudonyms, outputs converted pseudonyms
that after unblinding are identical when from the same user. Now, all three of
these algorithms are extended to handle the signatures as inputs and outputs.

CLS+.Blind(gpk, bpk, (i, o, m)) — (cp, co, ¢): performed by the data lake , out-
puts a blinded pseudonym, signature and message.

CLS+.Convert(gpk, bpk, csk, {(cp, coi, ci) ) — {(¢;,¢04,¢;) } ikt performed by
the converter, on input k& blinded tuples, outputs k£ converted tuples.

CLS+.Unblind(bsk, (¢i,¢7,¢)) — (@, 7, m): performed by the data processor,
outputs an unblinded, converted (tier-2) tuple.

2.2 Security Properties of CLS+

We need the CLS+ model to capture (roughly) the same security properties as
the CLS model, without the assumption that conversion is triggered by honest
parties and such that converted data is verifiable. We describe the properties
that CLS+ schemes must satisfy in the table below. The first three constitute
the privacy related properties and the final three constitute the unforgeability
properties. We no longer include the join anonymity requirement from the CLS
model, which ensures the corrupted issuer and converter cannot trace signatures
to a user’s join session. As the converter is corrupted, this requirement only offers
weak privacy guarantees, and so we believe this requirement is less important
than the positives of a simple modular construction. In all experiments the key
generation stage is performed honestly, as standard for group signatures [5].

Our CLS+ schemes still rely on the converter being honest-but-curious. We
believe this is an acceptable assumption in practice, as the converter is a central
entity that can undergo more scrutiny than the many verifiers and data lakes.
In section 6, we discuss how our work could be adapted to achieve security with
respect to a fully malicious converter and why we do not take this approach.



Requirement |Corrupted Entities Overview
Anonymity Issuer, Group signatures which have not been linked through a
Data Lake, conversion request should not leak any information about
Data Processor the signer’s identity.
Non- Issuer, While conversion guarantees linkability within a batch of
Transitivity Data Lake, converted signatures, the data processor(s) should not be

Data Processor

able to link the outputs of different convert queries.

Conversion | Issuer, Converter, |The converter should learn no information about the blinded
Blindness Data Lake messages and pseudonyms that are input to a conversion.
Traceability Converter, An adversary should not be able to create more (blinded)
Data Lake, tier-1 signatures that remain unlinkable in an (honest)
Data Processor conversion than they control corrupt users. We show in
Appendix B this implies the same for tier-1 signatures
that are not blinded.
Conversion |Issuer, Data Lake,| All valid tier-2 signatures should originate from an honest
Unforgeability| Data Processor conversion.
Non- Issuer, An adversary should not be able to output a (blinded)
Frameability Converter, tier-1 signature that would be linked to the signature of
Data Lake, an honest user. We show in Appendix B this implies

Data Processor

the same for tier-1 signatures that are not blinded.

Oracles & State. As in the CLS model, our security requirements make use
of oracles which keep joint state. We follow the notation of [4,5] and give the
adversary oracle access to honest users, the issuer and the converter (depending
on the corruption setting in each game). All oracles have access to the following
maintained as global state: a list HUL of wids of honest users, a list CUL of
uids of corrupt users (where the issuer is honest), a list SL of requests to the
SIGN oracle, and a list UBL containing inputs to the CONVERT oracle and
the corresponding unblinded, converted pseudonyms/ messages. We provide an
overview of all oracles below.

ADDU (join of honest user & honest issuer) Creates an honest user wid,
by internally running a join protocol between the honest user and honest
issuer. As a result, the oracle stores the secret key gsk[uid] for later use.

SNDU (Send to User) (join of honest user & corrupt issuer) Creates an
honest user wid, by running the join protocol on behalf of the honest user
with the corrupt issuer. If the join session is successful, the oracle stores the
user’s secret key gsk[uid] for later use.

SNDI (Send to Issuer) (join of corrupt user & honest issuer) Createsa
corrupt user uid, by running the join protocol on behalf of the honest issuer
with the corrupt user.

SIGN Outputs signatures on behalf of honest users that have successfully joined
(via ADDU or SNDU, depending on whether the issuer is corrupt).

CONVERT The oracle returns a set of converted signatures. In the CLS+ model,
the CONVERT oracle is input blinded pseudonym, signature, message tuples
instead of tier-1 tuples that must be verified and honestly blinded in the
oracle. This is because we no longer assume honest inputs from the data
verifier. The adversary must input the blinding secret key, which is necessary
for our privacy-related security notions, e.g., to ensure that the adversary
does not input a re-randomisation of the challenge signature.



Aside from the CONVERT oracle, the oracles are minor adaptations of the
oracles in the CLS model. The full description is deferred to Appendix A.1.

Helper Algorithms. In the CLS model, helper algorithms allow for notational
simplicity when defining security. Indeed, the algorithms Identify and UnLink re-
spectively test whether a signature originated from a particular user secret key
and determine whether signatures would be linked upon conversion. We adapt
the helper algorithms for the CLS+ model. These now take as input signatures,
because they make use of CLS+.Convert. Identify tests whether a blinded signa-
ture belongs to a certain user wid, by creating a second signature for gsk[uid)]
and using the converter’s secret key to test whether both signatures are linked.
This algorithm uses our second helper algorithm UnLink internally, which takes
a list of blinded pseudonym-message-signatures pairs and returns 1 only if they
are all unlinkable after being converted and unblinded. The tier-2 signatures
output as a result of the linking are also now verified. Full details are given in
Appendix A.2.

Adapting our unforgeability requirements to the CLS+ setting As well as tier-1
signatures, we now must ensure our unforgeability guarantees for tier-2 sig-
natures, as well as signatures input to and output from conversions. We in-
troduce conversion unforgeability, a new security property that ensures all valid
tier-2 signatures stem from an honest conversion. In doing so, our unforgeability
guarantees carry over to tier-2 signatures, under the assumption of an honest-
but-curious converter. Moreover, in the CLS traceability and non-frameability
requirements, the adversary outputs tier-1 signatures, which are then verified
and blinded honestly. We update these requirements for the CLS+ setting, so
that blinded tier-1 signatures are output by the adversary. In the case that
conversions are honest, the traceability and non-frameability guarantees carry
through to tier-2 signatures. When the converter is corrupted no unforgeability
guarantees hold for tier-2 signatures anyway.

We need to ensure that our traceability and non-frameability requirements
ensure the CLS definitions, meaning that our unforgeability guarantees hold for
tier-1 signatures. In Appendix B, we give reductions that show this is the case.
For traceability, we show that if an adversary can output more valid tier-1
signatures that are unlinkable after conversion than they control corrupt users
then, by blinding these tier-1 signatures, we can win in our CLS+ traceability
game. For non-frameability, we show that if an adversary can output a tier-1
signature that links to that of an honest user in a conversion then, by blinding
this signature, we can win in our CLS+ non-frameability game.

To make several of our requirements realisable, we require that the adver-
sary outputs the blinding secret key. We do this for notational simplicity, but
alternatively we could add a mechanism for the bsk to be extracted from the
bpk. Due to the fact that the adversary outputs blinded tier-1 signatures in
our traceability and non-frameability requirements, this is necessary to deter-
mine whether signatures are linked. Even if the adversary was to output tier-2
signatures, then the blinding secret key would still be necessary to enforce that
the tier-2 signatures originate from an honest conversion.



Correctness and Consistency As in CLS, correctness consists of correctness of
sign, which ensures that signatures generated honestly will be valid, and correct-
ness of conversion, which ensures that honest blinding, conversion and unblind-
ing will result in valid and consistent messages, pseudonyms and signatures.

As in CLS, we require consistency, which for CLS+ we relabel consistency of
linking. This ensures that linking is consistent across multiple convert queries,
i.e. if after conversion cuy and cusy are linked, and after conversion cus and cus
are linked, then cu; and cus are also linked after conversion. We additionally
introduce consistency of verification. This is necessary as the verifiability of
signatures is now preserved throughout the conversion process. This requirement
ensures that a set of valid tier-1 signatures will result in valid tier-2 signatures
for the same set of messages after blinding, conversion and unblinding.

We give the full correctness and consistency definitions in Appendix A.3.

We now provide an overview of all CLS+ security requirements. We present
these in full in Appendix A .4.

Anonymity. This requirement ensures that an adversary that has corrupted
the issuer, data lake and data processor, while the converter remains honest,
cannot link an honest user’s signatures or trace them to their join session. The
adversary outputs two honest users uid§ and uid}, a message m*, and a blinding
public key bpk* (as this is fixed in signing), and must guess which user authored
the resulting tier-1 signature.

The adversary has access to the SNDU and SIGN oracles to create honest
users and obtain their signatures, as well as the CONVERT oracle. The CLS
notion assumed the data lake to be honest, and so the conversion oracle only
took unblinded tuples as input, allowing the oracle to check the validity of the
input, before blinding and converting them. The adversary was prevented from
submitting the challenge signature along with a signature authored by user wid
or uidf, which would allow them to trivially win.

Here we enable the data lake to ask for the conversion of blinded tuples. To
prevent trivial wins, we still must be able to detect whether the adversary tries to
convert the challenge signature. As signatures will be re-randomisable to satisfy
non-transitivity, we opt for an RCCA-style of definition [15]. The CONVERT
oracle checks whether any of the blinded signature-tuples would link via ldentify
to either of the challenge users and match the challenge message m*. To do so,
we require the adversary to input the blinding secret key to the oracle. This key
is used to check whether the inputs can be traced to a challenge user, but there
are no checks that enforce that the inputs are well-formed.

As in CLS, our privacy related requirements do not yield forward anonymity,
because the secret keys of honest users cannot be corrupted. It seems difficult
to achieve this whilst also ensuring the non-transitivity of conversions [27].

Non-Transitivity. Non-transitivity ensures that the outputs of separate con-
vert queries cannot be linked together across multiple queries, further than what



is already possible due to the messages queried. Otherwise, data processor(s)
could gradually re-recover the linkability among all signatures. This must hold
when the issuer, data lake and processor can be fully corrupt.

As in the CLS model, our non-transitivity definition follows a simulation-
based approach, where the adversary must distinguish between the real and
ideal world. As the issuer is corrupted, the adversary has access to the SNDU
and SIGN oracles for honest users. In the real world, the adversary interacts with
the CONVERT oracle, which converts the blinded message-pseudonym-signature
tuples that are input. In the ideal world, they interact with the CONVSIM oracle
which, for inputs that originate from honest users, uses a simulator SIM that out-
puts converted pseudonyms/ signatures. SIM only learns which blinded messages
belong to the same honest users, without learning the pseudonyms/ signatures
input. As in CLS, the CONVSIM oracle generates converted pseudonyms/ signa-
tures for corrupt users normally via CLS+.Convert.

In contrast to the original CLS model, we now allow the data lake to trigger
conversions on blinded inputs. Similarly to the anonymity game, the adversary
must also input the blinding (secret) key with each query to the conversion
oracle. Here the key is used to internally unblind the inputs and determine
the correlation among the signatures. This is necessary to obtain a security
definition that is realisable, as the CONVSIM oracle is still expected to provide
consistently transformed outputs within a query. Further, the ideal CONVSIM
oracle first internally runs the real conversion algorithm and aborts if it fails.
This is again necessary to avoid trivial wins where the adversary might input
malformed tuples — which the simulator never gets and thus cannot verify.

Conversion Blindness. In the original CLS model, conversion blindness en-
sures that the converter learns nothing about the pseudonyms and messages it
converts. In the CLS+ model, the converter now receives and outputs signatures,
which must also be converted obliviously. This must hold when all the entities,
except for the data processor, can be fully corrupt. The adversary outputs two
pseudonym-message-signature tuples and receives a blinded version of one of
them. They must guess which tuple was blinded. We must ensure the adversary’s
outputs are valid to avoid trivial wins. In the CLS model, no oracles are required
because blinding is a public-key operation. However, CLS+.Unblind now outputs
a tier-2 signature, and so we must ensure that this does not leak anything that
might allow for the unblinding of other converted signatures. We therefore give
the adversary access to an UNBLIND oracle that blinds, converts and unblinds
signatures. We stress that this requirement only provides CPA—level security as
in CLS, because the oracle both blinds and unblinds signatures.

Conversion Unforgeability. As converted data is authenticated in the CLS+
model, we introduce the conversion unforgeability requirement. This ensures
that all valid tier-2 signatures originate from an honest conversion when all en-
tities other than the converter are corrupt. This carries over the traceability and
non-frameability guarantees for blinded tier-1 signatures, ensuring that both
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properties hold for tier-2 signatures, provided the converter remains honest-
but-curious.

We do not differentiate between honest and corrupt users in this requirement,
so the adversary only has access to the CONVERT oracle. The adversary must
output a valid tier-2 signature that does not originate from the CONVERT
oracle. In order to check whether the tier-2 signature output by the adversary
stems from an honest conversion, the adversary must input the blinding secret
key to the conversion oracle. The oracle can then unblind all converted outputs
and store tier-2 pseudonyms,/ messages in the UBL list, to compare with the
adversary’s output.

Traceability. This requirement formalises that an adversary cannot output
more unlinkable signatures that the number of corrupted users, when the issuer
is honest but the converter, data lake, data processor and some users are corrupt.

As the issuer is honest, the adversary has access to the ADDU and SNDI
oracles to create honest and corrupt users respectively, and the SIGN oracle.
To lift the CLS traceability notion to the setting where malicious parties can
trigger conversions, the adversary outputs a list of blinded signatures. As we still
assume the converter to be honest-but-curious, the signatures are then honestly
converted and unblinded by the challenger. For the traceability requirement to
be achievable we must ensure that all signatures originate from the same convert
query, due to the non-transitivity property. Therefore, it is natural to require
the adversary to output a set of blinded tier-1 signatures, that are honestly
converted. The blinding secret key must then be output by the adversary to
determine whether signatures are linked.

In the CLS model, the adversary needed to output more unlinkable tier-1
signatures than the number of corrupted users. As the adversary now outputs
blinded signatures, we can no longer check if they originate from the signing
oracle. Instead, we allow the adversary to output the signatures of honest users.
However, for each honest user that could have authored a message, we increase
by 1 the number of unlinkable signatures the adversary is required to output.
The adversary wins if they output more unlinkable signatures than the number
of corrupted users plus the number of signing queries for distinct users.

Our traceability guarantee carries forward to tier-2 signatures when the
converter is honest. This is because, conversion unforgeability ensures that all
valid tier-2 signatures originate from a blinded tier-1 signature that is input
to the honest converter, even when the data processor is corrupted. With a
corrupted converter, no guarantees can be made for tier-2 signatures anyway.

Non-Frameability. This notion prevents the impersonation of an honest user,
whereby an adversary generates signatures that will link to those of this user,
when the issuer, converter, data lake and data processor are corrupt.

As the issuer is corrupt, the adversary has access to the SNDU and SIGN
oracles to create honest users and obtain their signatures. The adversary out-
puts a blinded message-pseudonym-signature tuple, along with a blinding public
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and secret key. As in the CLS model, we use the ldentify algorithm to check
whether signatures stem from an honest user. On input a blinded tier-1 signa-
ture, this creates a second blinded tier-1 signature, and converts and unblinds
both, checking if they are linked. ldentify now checks the validity of the tier-2
signature which is necessary for a framing attack to occur.

When defining the non-frameability of tier-2 signatures, firstly consider that
the converter is corrupted. As the security guarantees for tier-2 signatures
depend on the converter being honest-but-curious, in this case the adversary
can trivially forge tier-2 signatures and so we can only prevent framing attacks
via blinded tier-1 signatures. If the converter remains honest, the conversion
unforgeability requirement ensures that an adversary can only impersonate an
honest user via a blinded signature that is honestly converted and unblinded.
Therefore, both cases are captured by the adversary outputting a blinded signa-
ture that is converted honestly in the experiment, as in our requirement.

The blinding secret key must be output by the adversary to determine the
linkage between signatures. Although in our requirement unblinding is honest,
the conversion unforgeability requirement ensures that all valid tier-2 signature
can be traced to a conversion assuming the converter is honest. Even if the
requirement was formulated so that tier-2 signatures were output, the blinding
secret key would still need to be output by the adversary to check that this
signature originated from an honest conversion. Therefore, the adversary must
output the blinding secret key for our definition to be realisable.

As in the CLS model, we must prevent trivial wins via the signing oracle.
Due to the re-randomisability of CLS+ signatures to allow for non-transitivity,
instead of not allowing signatures output by SIGN, we consider whether the
attached message was input to the signing oracle. As the adversary outputs a
blinded tuple, we must convert and unblind their output to obtain this message.

3 Preliminaries

We now present the building blocks required in this work.

Bilinear Maps. Let G1, Go, Gt be cyclic multiplicative groups with prime order
p. A bilinear map e : G; x Gy — Gr must satisfy: bilinearity, i.e., e(g],g5) =
e(g1, g2)*Y; non-degeneracy, i.e., for generators g; € Gy and gy € Go, e(g1, g2)
generates Gr; and efficiency, i.e., there exists efficient algorithms G(17) that
outputs a bilinear group (p, G1, Ga, Gr,e,91,92) and to compute e(a, b) for all
a € Gy, b e Ga. We use type-3 pairings in this work and do not assume Gy = Go
or an efficiently computable isomorphism between groups [26]. Type-3 pairings
benefit from the most efficient curves, when balancing the cost of pairings and
group operations, the size of the representation of an element of G, and the
flexibility of parameter choice [26,17].

Standard and Automorphic Signatures. We use digital signatures which satisfy
Existential Unforgeability against Chosen Message Attacks (EUF-CMA), con-
sisting of: SIG.Setup outputs the parameters ppg,, SIG.KeyGen(ppg,) outputs
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the signing and verification keys (sk,vk), SIG.Sign(sk, m) outputs a signature
2, SIG.Ver(£2, vk, m) checks the signature is valid.

An automorphic signature [25] over a bilinear group is an EUF-CMA secure
signature whose verification keys are contained in the message space. Moreover,
the messages and signatures consist of elements of G; and G3, and the verifica-
tion predicate is a conjunction of pairing-product equations over the verification
key, the message and the signature. They consist of the following algorithms:
ASetup(17) outputs the parameters pp,,..; AKeyGen(pp,,,) outputs the sign-
ing and verification keys, (apk, ask); ASign(ask,m) outputs a signature (2; and
AVerify(£2, apk, m) checks that (2 is a valid signature.

ElGamal Encryption. We use the ElGamal encryption scheme [22], which is
chosen-plaintext secure under the DDH assumption. We will use the homomor-
phic property of ElGamal, i.e., if Cy € Enc(pk,m1), and Cy € Enc(pk, ms2), then
Cy © Cy € Enc(pk,m; - m2). ElGamal ciphertexts ¢ = Enc(pk, m) are publicly
re-randomisable in the sense that a re-randomised version ¢’ of ¢ looks indistin-
guishable from a fresh encryption of the plaintext m.

Proof Protocols. When referring to zero-knowledge proofs of knowledge of dis-
crete logarithms, PK{(a,b,¢) : y = g*h® A §j = §*h¢} denotes a proof of knowl-
edge of integers a, b and ¢ such that y = ¢°h? and § = gaﬁc hold, as in the
notation of [12]. SPK denotes a signature proof of knowledge, a non-interactive
transformation of a proof PK. We require the proof system to be sound and

zero-knowledge.

Controlled Malleable NIZKs. A controlled malleable proof [16] for a relation R
and transformation class T consists of three algorithms constituting a regular
non-interactive proof. CRSSetup(17) generates a common reference string oeys;
P(0crs, T, w): takes as input o, a statement = and a witness such that (x,w) €
R, and outputs a proof 7; V(ogs, z,7) outputs 1 if 7 is valid for statement z.
Such a proof is called zero knowledge (NIZK) if there exists a PPT simulator
(51, 52) such that an adversary cannot distinguish between proofs formed by
the prover and simulator, and a proof of knowledge (NIZKPoK) if there exists a
PPT extractor (Eq, Es) that can produce a valid witness from any valid proof.

The fourth algorithm, specific to malleable proof systems, is: ZKEval(ocs, T, x,
7): which on input o, a transformation T' = (Tipet, Twit) (in transformation class
T), an instance z, and a proof 7, outputs a mauled proof 7’ for instance Tist ().

The controlled-malleable simulation-sound extractability requirement recon-
ciles malleability with simulation-sound extractability [21,28]. It requires that,
for any instance z, if an adversary can produce a valid proof 7 that x € R then
an extractor can extract from 7 either a witness w such that (z,w) € R or a
previously proved instance z’ and transformation 7' € T such that z = T (2').
This guarantees that any proof that the adversary produces is either generated
from scratch using a valid witness, or formed by applying a transformation from
the class T to an existing proof. We describe the full definition in Appendix C.1.

In [16] strong derivation privacy for such proofs is also defined. This ensures
simulated proofs are indistinguishable from those formed via a transformation,
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as defined formally in Appendix C.2. Putting this together, a cm-NIZK is a proof
system that is CM-SSE, strongly derivation private, and zero knowledge.

4 Our CLS+ Construction

Our CLS+ construction uses automorphic signatures, ElGamal encryption, con-

trolled malleable NIZKs, a digital signature scheme, and a signature proof of

knowledge as building blocks. Automorphic signatures are structure-preserving

signatures, for which the verification key lies within the message space. Controlled-
malleable NIZKs allow proofs to be mauled to blind signatures, but because the

malleability is controlled the unforgeability properties are still satisfied.

High-Level Idea. We now present a high-level overview of our CLS+ construc-
tion, demonstrating how our construction differs from the CLS scheme presented
in [27]. The issuer’s key pair is that of an automorphic signature [25] as re-
called in Section 3. The converter’s key pair is an ElGamal encryption key pair
and a key pair for a signature scheme. The blinding key pair, held by the data
processor, is an ElGamal encryption key pair. Unlike [27], when joining, a user
generates a key pair of an automorphic signature as their secret and public key
(usk, upk). The issuer signs the user’s public key to form a credential, which is
possible due to the automorphic property. An automorphic signature is used,
instead of a BBS+ signature in [27], to generate credentials, for compatibility
with the cm-NIZK proofs, which are necessary to allow signatures to be blinded.
When a user signs a message m, as in [27] they encrypt their public key upk
under the converter public key to form a pseudonym, and must prove knowledge
of a secret key relating to a valid credential. In the CLS+ scheme to do so,
they “normally” sign the message using the automorphic signature. The latter is
never revealed, but is only used to generate a cm-NIZK, which proves knowledge
of a signature of m under its public key, an issuer’s credential on its public key
and correctness of the pseudonym. To ensure that conversion queries cannot be
used to de-anonymise honest users’ signatures, we include upk’ as witness such
that e(gr,upk) = e(upk’, g2). The blinding public key must be fixed in signing,
as it must be part of the statement proved by the cm-NIZK. This allows for the
proof to be transformed in blinding, because cm-NIZKs are defined for relations
that are closed under all allowable transformations. However, this allows users
to have control when signing over the data processors that can use their data.
Blinding proceeds as in [27] for the pseudonym and message. The pseudonym
is re-randomised, and an extra layer of encryption under the blinding public key
is added. The message is encrypted under the blinding public key. In the CLS+
model, we need to use the malleability of the cm-NIZK to update the signature.
This ensures that the new traceability and non—frameability requirements are
satisfied, where the adversary outputs blinded signatures. The mauled proofs still
ensure that the user holds a valid secret key corresponding to the public key that
is encrypted in the pseudonym to provide non—frameability, and a valid credential
on this public key to provide traceability. The strong derivation privacy of the
cm-NIZK ensures that the modified conversion blindness requirement holds.
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During conversions, each blinded pseudonym, message and now signature is
verified. Like [27], the encryption is re-randomised on the message and pseudonym.
The converter decrypts the pseudonym using the converter secret key and raises
the resulting pseudonym to the power of » which is chosen afresh in every con-
vert query, but used consistently within. Unlike [27], the resulting pseudonym is
transformed to the target group to prevent anonymity attacks, and the converter
now outputs a standard signature on the converted pseudonym and message.

During unblinding, as in [27], the tier-2 pseudonyms and messages are re-
trieved, by decrypting under the blinding secret key. In the CLS+ scheme, tier-2
pseudonyms are of the form e(g;, upk)”, and so signatures can be linked by au-
thor. The final tier-2 signature is the blindly signed tuple from the converter
and a proof of correct unblinding by the data processor, which can both be pub-
licly verified. This ensures that our new requirement conversion unforgeability
is satisfied. To ensure that the converter only blindly signs messages that were
authenticated via a group signature, we use that mauled cm-NIZKs can be ver-
ified. As the converter is assumed to be honest-but-curious, this transmits the
authentication guarantees from the original group signatures to converted ones.

Additional Structural Assumptions of Automorphic Signatures. We make the fol-
lowing assumptions satisfied by our instantiation in section 5. The automorphic
signature scheme can be simplified so either messages are elements of G; and
the verification key is an element of Gy (ASetup,, AKeyGen,, ASign,, AVerify,),
or messages are elements of Gy and the verification key is an element of G,
(ASetup,, AKeyGen,, ASign,, AVerify,). We assume our automorphic signatures
are in the type-3 setting, ASetup is input the bilinear group, and the signing key
and verification key are of the form sk € Zj and vk = gjfk when vk € G;.

4.1 Detailed Description of CLS-CM

Setup & Key Generation. In CLS+.Setup, parameters for all building blocks are
generated. The issuing keypair is the keypair of an automorphic signature. The
converter’s keypair is an ElGamal key pair in Gy and a keypair for a signature
scheme. The blinding keypair is an ElGamal key pair in both G; and Go.

CLS+.Setup(17)

(2,G1,G2,Gr,e,91,92) < G(17)
PPaytor < ASetup; (p,G1,G2,Gr, €, g1, g2), PPayos < ASetup,(p, G1, G2, Gr, e, g1, g2)
g <$G1,§ «<$Ga, 0as < CRSSetup(17), pp, < SIG.Setup(17)

return ((p, G1,Gz,Gr, e, g1, g2), PPauto1 PPautog: 9+ s Tcrs, ppsig)

CLS+.IKGen(pp) CLS+.BKGen(pp) CLS+.CKGen(pp)
(ipk,isk) < AKeyGen,(PPauos) Dsk1,bsks «SZi csky «<$ 7% cpky — §°°F
return (ipk, isk) bpk1 «— g"**1 bpky « o2 (cpka, csk2) < SIG.KeyGen(ppg)

return ((bpki, bpks), (bsky, bsks)) return ((cpki, cpkz), (cski, cskz))

Join. We give the join protocol of our CLS—CM construction in Figure 1. When
joining, the users generate a key pair (usk, upk) for an automorphic signature and
obtain the issuer’s signature on their pupgic key. They also compute upk’ = gi***.



U.CLS+ .Join(gpk) = Z.CLS+.Issue(isk, gpk)

(upk, usk) < AKeyGen, (Pp,ut01)
upk

ored cred «— ASign, (isk, upk)

check that AVerify, (cred, ipk, upk) = 1
uph’ — gi**

return gsk[uid]| < (usk, upk, upk’, cred),

Fig. 1. Join protocol of our CLS—CM construction.

Sign € Verication of tier-1 signatures. When signing, the user’s public key is
encrypted under the converter public key to form the pseudonym p = (§%,1 €
Ga, upk - cpk$). The pseudonym can also be seen as an encryption under the
blinding key with encryption randomness 0. The ciphertext encrypting m under
the blinding key with encryption randomness 0, is of the form (1 € Gy, m). This
means that blinding encryption can be added by re-randomising both ciphertexts
in CLS+.Blind, while maintaining the ability to update the associated proof.

The user then signs m with their user secret key to output {2. The signature
{2 is never output, but instead a cm-NIZK is computed which proves that p is an
encryption of upk, ¢ is an “encryption” of m (with randomness 0), and knowledge
of a correct §2. The latter comprises showing that (2 is a valid signature on m
under upk, and it knows a credential cred that is a valid signature on upk
under ipk. We also prove knowledge of upk’ such that e(upk’, g2) = e(g1, upk) to
prevent attacks on anonymity via conversion queries. This is because usk can no
longer be included as a witness as in [27], as it is not a group element. Instead we
include upk’, which due to the DDH assumption in G, and the pairing setting, is
hard to derive from upk. This prevents the following attack against anonymity:
the adversary uses the upk of an honest user uid to create a new signature
with user public key upk® using a known a € Z;’j. They could then test whether
another signature belongs to this honest user uid by submitting it alongside the
signature they created to the converter. If any of the tier-2 pseudonyms are of
the form P, P* for any P, then they know the signature belongs to uid. The
final signature simply consists of the cm-NIZK.

More formally we define the relation R such that ((cpki, bpki, bpks, ipk, u, ¢),
(upk’, upk, cred, 2, g%, gf, ga,m)) € R if and only if:

e(glvﬂl) = 6(9?79)7 6(917#2) = e(g?vg)a and

(1)

e(g1, 1s) = e(gr, upk)e(gs, cpki)e(gy , bpks), and (2)
AVerify, (£2, upk, m) = 1, AVerify,(cred,ipk,upk) = 1, and (3)
e(c1,92) = e(9,95), elca, g2) = e(m, g2)e(bpky, g3 ), and (4)

e(upk’, g2) = e(g1, upk). (5)

We define the allowable set of transformations for this relation to be:
T = {(renclv Tenc2, Tenc3) > Tencls Tenc2; Tenc3 € Z;}, such that for T' = (Tench Tenc2, renc3)a
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the transformation Tis: (cpky, bpk, ipk, p, ¢) = (cpk1, bpk, ipk, (u1 g™, pog™=?, us-
ekt bpkyn?), (c1g7, cabpki?)) and Twie(upk!, upk, cred, 2, g%, g7, g3, m) =
Tencl B Tenc2

(upk!, upk, cred, 2, g{ g1, gy 91", g3 go"*, m). We show later that this relation
and transformation can be instantiated as a cm-NIZK.

In more detail, CLS+.Sign and CLS+.Verify are defined as follows:

CLS+.Sign(gpk, bpk, gsk[uid], m)

parse gsk[uid] = (usk, upk, upk’, cred), o «<$Z¥, < (4%, 1, upk - cpk")

B« 0,7 < 0,c— (1,m), 2 — ASign, (usk, m)

o« cm-NIZK{(upk’, upk, cred, 2, g3, g7, 93, m) : e(g1,111) = e(g5',9) A e(gr, p2) = e(g?, §) A
e(gi,pus) = e(gl,upk)e(g?,cpkl)e(gf,bpkg) A AVerify, (£2, upk,m) = 1A

AVerify, (cred, ipk, upk) = 1 A e(c1, g2) = e(g, g3 ) A e(c2, g2) = e(m, ga)e(bpki, g3 ) A
e(upk’, g2) = e(g1, upk)}

return (u, o)

CLS+.Verify(tier-1, gpk, bpk,m, u, o)

Check p2 = 1, Verify o with respect to (cpki, bpk, ipk, u, (1,m))

Blind Conversions. During blinding, the pseudonym and message are encrypted
under the blinding public key, and the encryption under the converter public
key is re-randomised. The cm-NIZK is transformed with ZKEval so that it is
consistent with the blinded pseudonym, and message, which also re-randomises
the proof due to the derivation privacy.

In CLS+.Convert, blinded signatures are now input and verified, leverag-
ing the fact that even fully blinded inputs can be checked for their correct-
ness. The pseudonyms, and blinded messages are re-randomised to ensure non-
transitivity. The encryption under the converter public key is then removed
from the pseudonyms and they are converted by raising them to the power
of r and transforming them into the target group, to ensure non-transitivity.
The converted signature is simply a digital signature on the blinded converted
pseudonym and message, with respect to the converter’s verification key.

In CLS+.Unblind the converted pseudonym and ciphertext are now decrypted
under the blinding secret key. The blinded then converted pseudonym, message
and signature are output, along with a proof that the unblinding has been done
correctly. During tier-2 verification, the converter’s signature on the blinded
values and the proof of unblinding are verified.
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CLS+.Blind(gpk, bpk, (m, p, o))
if CLS+.Verify(tier-1, gpk,bpk,m,pu,0) =0 return L

of By —SLE cp— (111§, 12§, pscpks bpkl )
¢ (g m-bpk}"), co — ZKEval(0us, (o, B',7'), (cpks, bk, ipk, p, (1,m)), o)
return (c, cu, co)

CLS+.Convert(gpk, bpk, csk, {(cu;, coi,y ;) i)

r<$ Z;’:, fori=1,...k: Verify co; with respect to cu,c;, gpk and bpk
o By S LY cpi < (cpind™ , epi2g”  cpisepks bpkl ), ci — (cing”, ci2bpky )
" ’ ’ I*C-le " " T a " T
cpy < (cpi 2, Cli3 - Cpt i1 )s ctin < e(g, e )’ ety o < e(g, et 2)

o; < SIG.Sign(csks, (i, cpii, bpk))

choose random permutation II,for i = 1,...,k : (€[, €, €03) < (ciir(y, €y Oriy)
return ((@1,51731))7 o0y (mkvzk’ﬁk)))

CLS+.Unblind(bsk, (¢, ¢, ¢))

. __—bsks — _—bsky

JL < Cfy Ty 2, M < T2y

Tup — SPK{(bsk1,bsks) : o = iy - Tty "2 A m = oty Y A bpky = g™t A bpke = §7°F2)

o « (cu,co,¢,mw) return (@, m,o)

CLS+.Verify(tier-2, gpk, bpk,m, [, 7)

parse & = (ci, ¢, ¢, Ty ), Verify mu holds for e, @, ¢, m, bpk

if SIG.Ver((cq, ¢, bpk), cpke,c5) =1 return 1 else return L

4.2 Security of CLS—-CM.

In Appendix D, we show that our scheme satisfies all security properties defined
in Section 2. More precisely, we show that the following theorem holds.

Theorem 1. The CLS—CM construction presented in Sec. 4.1 is a secure CLS+
as defined in Sec. 2 if: the automorphic signatures schemes are EUF-CMA se-
cure and satisfy the additional structural assumptions given in Section 4; the
cm-NIZK is zero knowledge, strongly derivation private and controlled-malleable

simulation-sound extractable (¢cm-SSE); the SPK is a sound zero-knowledge proof;
the DDH assumption holds in Gy and Go; and the SIG is EUF-CMA secure.

5 Concrete Instantiation of CLS—CM construction

We show the building blocks of our CLS-CM construction can be instantiated.

Automorphic Signatures and Standard Signatures. An instantiation of automor-
phic signatures that is EUF-CMA secure based on the Asymmetric Double Hid-
den SDH (ADHSDH) assumption is given in [25]. It is easy to see that this scheme
satisfies the additional structural assumptions needed for our construction. For
the digital signature scheme, we will make use of Schnorr signatures [38].
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Controlled Malleable NIZKs. We demonstrate that cm-NIZKs for the relation R,
and set of allowable transformations 7 defined above can be instantiated. It is
shown in Theorem 4.5 in [16] that cm-NIZKS for (R,7) can be instantiated if
(R, T) are CM-friendly, which we show in Appendix E. This instantiation makes
use of Groth Sahai proofs [30] to build malleable NIWIPOKSs and structure
preserving signatures (SPS) based on the DLIN assumption. However for our
instantiation, we make use of Groth Sahai proofs [30] in the type-3 setting based
on the SXDH assumption, that the DDH assumption holds in both groups G,
and Gy. We make use of a different Structure Preserving Signature scheme [3] in
the type 3 setting, with better efficiency and based on the SXDH assumption.

Instantiating the Proof of Unblinding. For transforming interactive into non-
interactive zero-knowledge proofs we rely on the Fiat-Shamir heuristic that en-
sures security in the random oracle model.

Efficiency. We compare the computational cost of our construction to that of
[27] in Table 2. We denote k exponentiations in group G; by kexpg,, k pair-
ing operations by kpair, and k exponentiations in Z*, by kepo*z. In Table 3,
we compare the combined sizes of pseudonyms and signatures in terms of the
amount of group elements to [27]. We denote the length required to represent
k elements in G; as kG;, k elements in Z, as kZ, and k elements in Z:;Z as
kZ,. Our construction is significantly less efficient than that of [27], particu-
larly in terms of the signing, verification and size of tier-1 signatures. However,
we demonstrate that stronger security can be achieved and the assumption of
trusted data lakes can be avoided.

Algorithm Computational cost [27] |Computational cost (this work)
Sign 16expg, + 15expy 668expg, + 703expg,
Verify(tier-1) 12expg, + 11epo712 -:Zpair 1548pair
Verify(tier-2) - bexpg, + 2expg, + 2expg..
Blind Gexpg, 2expg, + 4expg
Unblind 2expg, 3expg, + lexpg, + 2expg,,
Convert (k pseudonyms input ) Tkexpg, k(3expg, + Texpg, + 2pair)

Fig. 2. Computational costs.

tier-1 (p,0) |Blinded (cu, co)|Converted (¢fi, co)|tier-2 (i, o)
Size [27] 5G1 TZy 617, 3G1 2G: 1G,
Size (this work)| 446G, 541G2 | 446G 541Go 2Gr 2Z, 3Gr 2G: 5Z,

Fig. 3. Sizes of pseudonyms and signatures.

6 Conclusion and Future Work

We have extended the work of [27], allowing for authentication to be preserved
during convert queries, and removing the assumption that inputs to the converter
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are well formed. We have extended the CLS model to formalise this strengthened
security and given a provably secure construction in this model, making use
of automorphic signatures, ElGamal encryption, controlled malleable NIZKs, a
digital signature scheme, and a signature proof of knowledge A simple extension
of this work (and [27]) would be to provide anonymity for tier-1 signatures
with respect to the converter. An additional anonymity requirement could be
included, where the converter and issuer are corrupted but the data processor
is honest. Our construction could very simply be adapted by adding the layer
of encryption under the blinding public key during tier-1 signature generation,
instead of during blinding. We have not made this extension in this work to
avoid adding complexity to an already complex security model.

Fully Malicious Converters. Another direction would be to investigate how to
achieve security against fully malicious converters. The unforgeability guarantees
for tier-2 signatures would no longer carry over from the blinded verifiable
signatures input to the converter. This would require the converter to prove
that their outputs were computed honestly from valid blinded inputs, and also
that they have converted each input in a convert query consistently, i.e. they have
not treated one convert query as several separate convert queries. The converter
could re-randomise the blinded signatures input and output these along with
the converted pseudonyms. They would also need to include a proof that the
converted pseudonyms were computed correctly from the re-randomised blinded
pseudonyms. However, to ensure that each signature was converted consistently,
the size of the tier-2 signatures would increase with the number of inputs to
the convert query, which would lead to a significant efficiency loss. We stress
that this is not specific to our particular construction, but necessary to ensure
all inputs were converted consistently.
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ADDU(uid) SNDI(uid, M)

if uide HUL U CUL return L if uide HUL return 1

HUL « HUL U {uid}, gsk[uid] <L if wid ¢ CUL  CUL « CUL U {uid}, dec"™® « cont
dec"™ «— cont, stiit « gpk if dec"’® # cont return L

Stistee < (isk, gpk) if undefined stj2l — (isk, gpk)

(st} Missue, dec”™®) «— CLS+.Join(st}an, 1) (Stid, Moy, dec™™) «— CLS+.Issue(st}id, Min)
while dec""” = cont return (Moy, dec"™)

(stitiek, Mioin, dec™™™) « CLS+.Issue(stitics, Missue)
(352 Migsue, dec™™®) «— CLS+.Join(st}42 | Moin)

if dec" = accept gsk[uid] «— stuid

SNDU(uid, M)

if uwid e CUL return L

if wid ¢ HUL HUL « HUL U {uid}
gsk[uid] —L, M, —1,dec*** — cont

return accept

SIGN (uid, m, bpk) if dec* # cont return L
if wid ¢ HUL or gsk[uid] =L return L if stise undefined  stjae < gpk
(1, ) < CLS+ Sign(gpk, bpk, gsk[uid], m) (S Mow, dec™®) — CLS+ Join(stli, M)

wid

SL «— SL u {(uid, m, bpk)} if dec™™ = accept gsk[uid] «— st

return (o, 1
(o,1) return (Moy, decmd)

CONVERT ((cp1, cot,c1), ..., (Cur, cok, ck), bpk, bsk)

if (bpk,bsk) ¢ BK return L
Compute {(ci;, ¢, ¢i)}r < CLS+.Convert(gpk, bpk, csk, {(cpi, coi, ci) }r)
Parse permutation shuffling signatures in this run of CLS+.Convert as IT
Vie [L,k] (F;,07,m:) < CLS+.Unblind(bsk, (Cimay, €0 rmays )
UBL «— UBL v {(7@;, mi, ¢i, cui, coi, bpk)}
if 3i € [k] s.t Identify(uid}, ci, cui, coi) = 1 for some d € {0,1} and m; = m*
/ Note m™* is the challenged message in the anonymity requirement
if 35 € [k]\{i} s.t. Identify(uid}, c;j, cij, co;) = 1 for some d € {0,1} return L

else return ({(¢;,c0i,¢)}k)

Fig. 4. Oracles used in our CLS+ security games

A Omitted Definitions for CLS+

A.1 Oracles in CLS+

In Figure 4, we present in full the omitted oracles in our CLS+ model.

A.2 Helper Algorithms
We now present the algorithms Identify and UnLink in full.
Identify(gpk, bpk, csk, bsk, uid, ¢, cp, co)

(', 0") « CLS+.Sign(gpk, bpk, gsk[uid],0), (ci’, co’, ¢') < CLS+.Blind(gpk, bpk, (11, o', 0))
if UnLink(gpk, csk, bpk, bsk, ((cu, co,c), (cp'sco’,c'))) =0 return 1 else return 0

UnLink(gpk, csk, bpk, bsk, ((Cu’lv €01, Cl)7 e (Cﬂkz COk, Ck)))

{(cp;,€04,¢:)} i < CLS+.Convert(gpk, bpk, csk, {(cps, cos, i) i)

Vie [1,k] (@;, 04, m:) < CLS+.Unblind(bsk, (cg;, 54, ;)

if 3i € [1, k] s.t CLS+.Verify(tier-2, gpk, bpk,m;, i;,05) =0 return L
if 3(4,5) with i # j s.t. i, = i; return 0 else return 1
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When the keys input are clear from context, we often write:
Identify(uid, ¢, ci, co) and UnLink((c1, cp,con), -+, (Ck, cpik, cok)).

A.3 Correctness and Consistency of CLS+
The detailed definitions for correctness and consistency are given in Figure 5.

Definition 1 (Correctness). A CLS+ scheme satisfies correctness if for all
adversaries A, Pr[Expy'¢s7% (1) = 1] = 0, and Pr[Exp}c5"" (1) = 1] <
negl(7).

Definition 2 (Consistency). A CLS+ scheme satisfies consistency if for all
adversaries A, Pr[Expi{’ch‘j_lgj__lmk(T) = 1] < negl(7), and Pr[Expff"CSLZ;f”e”f(T) =
1] < negl(7).

A.4 Security requirements for CLS+
We provide the CLS+ security requirements in full.

Definition 3 (CLS+ Anonymity). A CLS+ scheme satisfies anonymity if for
all ppt adversaries A the following advantage is negligible in T :

[PrExpl¢isy (7) = 1] — Pr[Expl{¢/s, (1) = 1][.

Experiment: Exp’'¢|'s. f (1)

pp < CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp), (cpk, csk) « CLS+.CKGen(pp)
gpk < (pp, ipk, cpk)

(uid, i, m* , bk, st) « ASNDUSION.CONVERT (oo ok ish)

if widy ¢ HUL or gsk[uidi] =1 or uidf ¢ HUL or gsk[uidi] =L return L

(u*,0™) « CLS+.Sign(gpk, bpk™, gsk[uidy |, m™)
b*  ASNDUSSIGN,CONVERT

guess, st, n*,0%) return b*

Definition 4 (CLS+ Non-Transitivity). A CLS+ scheme satisfies
non-transitivity if for all ppt adversaries A there exists an efficient simulator
SIM such that the following advantage is negligible in T:

PrlEXpI 2 0(r) = 1] = Pr{Explesy* () = 1]
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Experiment: Exp;{)jg,'_gsw ()

pp < CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)
(bpk, bsk) «— CLS+.BKGen(pp), gpk < (pp, ipk, cpk), HUL, CUL «— &

(uid, m) — A"V (gpk), if gsk[uid] =L return 0

(e, 0) < CLS+.Sign(gpk, bpk, gsk[uid], m)

if CLS+.Verify(tier-1, gpk,bpk,m,u,0) =0 return 1 else return 0

corr—conuv

Experiment: Exp¢(s (1)

pp < CLS+.Setup(1”), (ipk, isk) < CLS+.IKGen(pp), (cpk, csk) « CLS+.CKGen(pp),
(bpk, bsk) < CLS+.BKGen(pp), gpk < (pp, ipk, cpk), HUL, CUL — &
((widy, mo), ..., (widy, my)) — A*PPY (gpk)
if 3¢ e [1, k] st gsk[uid;] =L return 0
Vie[l,k] (wi,o:) < CLS+.Sign(gpk, bpk, gsk|uid;], m;)
Vje[l,k] (cpj,coj,ci) «— CLS+.Blind(gpk, bpk, (15,05, m;))
{(e@;,¢04,¢)}x < CLS+.Convert(gpk, bpk, csk, {(cpi, coi, ci)}x)
vjie[l,k] (@;,7;,m;) < CLS+.Unblind((cg;, co;,¢;), bsk)
if 35 € [, k] s.t CLS+.Verify(tier-2, gpk,bpk,m;,1i;,7;) =0 return 1
if 3 permutation I7 : [1,k] — [1,k] s.t. return O

1Vie [1,k] mpu =ms

—

—~ — —~

2.Y(i,5) € [1, k] with wid; = uid; TFig) = fn)
3.9(i,4) € [1, k] with wid: # uid; iy # Fing

else return 1

consist—link

Experiment: Exp%'¢/s (1)

pp < CLS+.Setup(17), (ipk, isk) <« CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp),
(bpk, bsk) < CLS+.BKGen(pp), gpk < (pp; ipk, cpk)

((007 CHo, 000)7 (017 CH1, CUI)7 (027 Cp2, CU?)) - A(gpk7 isk, csk, bSk)

if UnLink((co, cuo, cov), (c1,cp,co1),0) # 0 or  UnLink((c1, cut, cor), (c2, cuz, coz),0) # 0
return 0

if UnLink((co, cpo, coo), (c2, cpiz,co2),0) =1 return 1l else return 0

consist—verif

Experiment: Exp¢is (1)

pp < CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp), (cpk, csk) <« CLS+.CKGen(pp)

gpk < (pp, ipk, cpk)

((mo, o, 00), -+, (M, pr, o), bpk, bsk) «— A(gpk,isk, csk)

if 37 € [k] such that CLS+.Verify(tier-1, gpk, bpk,m;, u;,0;) = 0 or (bpk,bsk) ¢ BK return 0
Vie[l,k] (cui,coi,ci) < CLS+.Blind(gpk, bpk, (pi, os,mi))

{(ep;, €04, ¢;) }x < CLS+.Convert(gpk, bpk, csk, {(cui, coi,ci)}r)

Vie[l,k] (m;, o, mi) < CLS+.Unblind((cg;, coi, ci), bsk)

if {mi}x # {mi}x or 3j € [k] such that CLS+ Verify(tier-2, gpk, bpk, ;,7i;,0;) = 0 return 1

else return 0

Fig. 5. Security games for correctness of CLS
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nontrans—b

Experiment: Exp’’¢[s"* " ()

pp < CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp)

(cpk, csk) < CLS+.CKGen(pp), gpk < (pp, ipk, cpk)
b* HASNDU,SIGN,CON\/X(

guess, gpk, isk) return b*

where the oracle CONVX works as follows:

if b =0 (real world) then CONVX is the standard CONVERT oracle
if b =1 (ideal world) then CONVX is the simulated CONVSIM oracle

CONVSIM( (e, co,e1), ..., (cug, cok, k), bpk, bsk)

if (bpk, bsk) ¢ BK or CLS+.Convert(gpk, bpk, csk, (cu1,co1,¢1), ..., (clik, cok, ck)) =L
return L

CL « &, Yie [1,k]
if Juid € HUL s.t Identify(bpk, bsk, uid, c;, cpi, coi) = 1

if Lyiq does not exist, create Lyiq < {ci} else set Lyia < Luia U {ci}

else CL « CL u {(ci, coi, cpi)}
({(em;,e3:,@i)}ie1,. 1) < CLS+.Convert(gpk, bpk, csk, CL) for k' « |CL|
Let Luidy - - - Luid,,, be the non-empty message clusters created above
{(cl;,T0:,C) Yimhr41,...k < SIM(gpk, bpk, csk, Luidy s - - - Luid,, )
Let {(@;,Ei,d)}lzlk be a random permutation of {(¢f;,€0:,¢)}i=1,...k

return ({(fi}, 0, ¢;) }iz1,...k)

Definition 5 (CLS+ Conversion Blindness). A CLS+ scheme satisfies con-
version blindness if: for all polynomial time adversaries A the following advan-
tage is negligible in T:
PrExply 20 (r) = 1] — PriBxpliefss ™ (r) = 1]].

UNBLIND((pt1, 01, m1), - - -, (i, o 1))

if 3i € [k] s.t CLS+.Verify(tier-1, gpk, bpk, m;, pi,0i) =0 return L

Vie[k] (cui,coi,c;) < CLS+.Blind(gpk, bpk, (wi, oi,mi;r3))

{(eR;, €54, C) }i < CLS+.Convert(gpk, bpk, csk, {(cui, coi, i) i 7')

Vie [1,k] (m;,i,m:) < CLS+.Unblind(bsk, (¢gi;, ¢os, Ci))

return ({(%;, o7, mi) i, {(i) }i, ")

Experiment: Exp%igfg f’"’”*b(T)

pp < CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp)

(cpk, csk) <« CLSH.CKGen(pp), (bpk, bsk) «— CLS+.BKGen(pp), gpk < (pp, ipk, cpk)
(st, (po, 50, mo), (11, 01, m1)) — AEUND (choose, gpk, bpk, isk, csk)

if 3d € {0, 1} s.t CLS+.Verify(tier-1, gpk, bpk, ma, pa,04) =0 return 0

(cu™, co™, c*) « CLS+.Blind(gpk, bpk, (16, o6, ms))

UNBLIND
b* — A (guess, st, cu™, co™, c*) return b*

Definition 6 (Conversion Unforgeability). A CLS+ scheme satisfies con-
version unforgeability if for all ppt adversaries A, the advantage
Pr[Exp%a_cgf’(T) = 1] is negligible in 7.
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u f—conv

Experiment: Exp'y/ 5" (1)
pp < CLS+.Setup(17), (ipk, isk) « CLS+.IKGen(pp)

(cpk, csk) < CLS+.CKGen(pp), gpk < (pp, ipk, cpk)
 ACONVERT(

(1,5, m, bpk) gpk, isk)
return 1 if all of the following conditions are satisfied:

CLS+ Verify(tier-2, gpk, bpk,m,f1,&) = 1 and (@, m, -, -, -, bpk) ¢ UBL

Definition 7 (CLS+ Traceability). A CLS+ scheme satisfies traceability if
for all ppt adversaries A, the advantage Pr[Exp’y ¢ s, (T) = 1] is negligible in 7.
Experiment: Exp/{%s, (1)
pp < CLS+.Setup(17), (ipk, isk) « CLS+.IKGen(pp)
(cpk, csk) «— CLS+.CKGen(pp), gpk < (pp, ipk, cpk)
({(ci, cpir i) Yoz, ke, bpk, bsk) «— ANPPUSNOLSIGN (k. ook
if (bpk,bsk) ¢ BK return 0
{(em;,0i,¢i)}x < CLSH.Convert(gpk, bpk, csk, {(cpi, coi, ci) }i)
Vie [1,k] (m;, 7, mi) < CLS+.Unblind(bsk, (¢, co37,C:))
L < 0,Yuid e HUL if i€ [K] s.t (uid,mi,bpk) eSL L — L+ 1
return 1 if all of the following conditions are satisfied:
k> |CUL|+ L and V(i,j) € [k]sti#j @ #7; and
Vi e [k] CLS+.Verify(tier-2, gpk, bpk,m;, ;,7:) = 1
Definition 8 (CLS+ Non-Frameability). A CLS+ scheme satisfies

non-frameability if for all polynomial time adversaries A, the advantage
PI‘[EXpZ?Z[;j_me(T) = 1] is negligible in 7.

nonframe

Experiment: Exp/y¢is|  (7)
pp — CLS+.Setup(1*), (ipk, isk) «— CLS+.IKGen(pp), (cpk, csk) «— CLS+.CKGen(pp)
gpk < (pp, ipk, cpk)
(uid, (c, cp, co), bpk, bsk) «— ASNDUSIGN (gpk,isk, csk)
if (bpk,bsk) ¢ BK return 0
(, 7, m) < CLS+.Unblind(bsk, CLS+.Convert(gpk, bpk, csk, (¢, cu, co)))
return 1 if all of the following conditions are satisfied:
Identify(uid, ¢, cp, co) = 1 where uid € HUL and ((uid, m, bpk) ¢ SL

B Reduction of CLS unforgeability definitions to CLS+
definitions

We provide reductions that show our CLS+ unforgeability requirements imply
the CLS unforgeability requirements in our adjusted setting. We how that our
CLS+ model ensures the traceability and non-frameability requirements from the
CLS model, adjusted to our updated setting. This ensures that our unforgeability
guarantees also hold for tier-1 signatures before blinding. We now give the
adjusted CLS requirements.
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Traceability (of tier-1 signatures) We now update the traceability require-
ment from the CLS model to our new setting. This ensures that the unforgeability
guarantees hold for tier-1 signatures before blinding, when the converter, data
lake and data processor are corrupted and the issuer is honest. More precisely,
we need that an adversary should not be able to output more valid tier-1 sig-
natures that will be unlinkable upon an honest conversion than the number of
corrupted users. Unlike for CLS, as the blinding public key must be fixed in sign-
ing, this must be output by the adversary. The corresponding blinding secret key
must also be output to allow for the signatures to be unblinded after conversion.
Due to the re-randomisability of signatures to ensure non-transitivity, we cannot
simply restrict signatures obtained from the signing oracle from being output.
Instead, we allow the adversary to output the signatures of honest users. How-
ever, similarly to in the CLS+ requirement, for each honest user that could have
output a signature, we increase the number of unlinkable signatures required by
1. To match this notation, we also explicitly blind, convert and unblind signa-
tures instead of using the UnLink algorithm. This avoids checking the validity of
tier-2 signatures which should not be necessary for the adversary to win. This
ensures an attack is captured where the adversary does not corrupt any users
but still outputs a valid tier-1 signature without using the signing oracle.

Definition 9 (CLS+ tier-1 Traceability). A CLS+ scheme satisfies tier-1
traceability if for all polytime adversaries A, the advantage Pr[Exp’;iaéfsj_”W1 (1) =

1] is negligible in .

Experiment: EXpilccfsjwrl(ﬂ

pp < CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)
gpk «— (pp, ipk, cpk)
((m1, p1,01), .., (M, i, ok ), bpk, bsk)
if (bpk,bsk) ¢ B return 0
Vie [k] (cpi,coi,ci) <« CLSH+.Blind(gpk, bpk, (pi, oi,mi))
{(cm;,c:,¢i) } < CLSH.Convert(gpk, bpk, csk, {(cpi, cos, i) i)
Vie [k] (@;,oi,mi) <« CLS+.Unblind(bsk, (c;, coy, ¢;))
L« 0,Vuid € HUL if Ji € [k] s.t (uid, mi,bpk) € SL L« L+ 1
return 1 if all of the following conditions are satisfied:

k> |CUL|+ L and V(i,j) € [k] sti#j T, #p,; and

Vi€ [k] CLS+.Verify(tier-1, gpk, bpk, mi, pi, 04) = 1

«_ AADDU,SNDISIGN (gpk, csk)

Non-Frameability (of tier-1 signatures). We now update the

non-frameability requirement from the CLS model to our new setting. This en-
sures that the unforgeability guarantees hold for tier-1 signatures before blind-
ing, when the converter, issuer, data lake and data processor are corrupted. More
precisely, we need that an adversary should not be able to output a valid tier-1
signatures that will identify to an honest user. Again, unlike in the CLS model,
the blinding public and secret key must be output because these are set during
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signing and ldentify is now input blinded signatures. Also, we now require that
the message should not have been input to the signing oracle, due to the re-
randomisability of signatures. The ldentify algorithm also now checks that the
resulting tier-2 signatures are valid.

Definition 10 (CLS+ tier-1 Non-Frameability). A CLS+ scheme satisfies
tier-1 non-frameability if for all polytime adversaries A, the advantage
Pr[Exp:ZOZ[;ime*“erl(T) = 1] is negligible in 7.

non frame—tierl (7_)

Experiment: Epr_’,:LS+

pp < CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp), (cpk, csk) «— CLS+.CKGen(pp)

gpk < (pp, ipk, cpk)

(wid, m*, u*, o*, bpk, bsk) — ANPYSIN(gpk sk, csk)

if (bpk,bsk) ¢ BK return 0

return 1 if all of the following conditions are satisfied:
CLS+.Verify(tier-1, gpk, bpk, m™, u™,0™) = 1 and
Identify(uid, CLS+.Blind(gpk, bpk, 1™, 0*, m*)) = 1 where uid € HUL and
(uid, m™, bpk) ¢ SL

Reduction from tier-1 Traceability to CLS+ Traceability We build an
adversary A’ that wins in the CLS+ traceability game, given A that wins in the
tier-1 traceability game. We give A’ in Figure 6, and below explain why the
simulation input to A given in Figure 6 is identically distributed to the tier-1
traceability experiment, and that A’ successfully breaks CLS+ traceability.

The inputs to the adversary in both the CLS+ and tier-1 traceability ex-
periments are the same. Therefore, the inputs to A are identical to in the tier-1
traceability game.

Reduction to CLS+ Traceability We assume A is successful. Therefore, (bpk, bsk) €
BI and Y(i,j) € [k] st i #j [, # 7.

We need to ensure that k& > |CUL| + L. The lists of corrupted users, honest
users and outputs from the signing oracle are the same in both games. Let
{(ep;,c0;,¢:)} — CLS+.Convert(gpk, bpk, csk, {(cu;, coi,¢;)}r) and for all i €
[1, k] let (@;, 7, m;) = CLS+.Unblind(bsk, (¢i;, ¢o7,¢;)). Due to the consistency
of conversions, {m;}r = {m;}r. Therefore, the value of L will be the same in
both games, and so k > |CUL| + L.

Due to the consistency of conversions and that for all i € [k]

CLS+ Verify(tier-1, gpk, bpk, m;, u;,0;) = 1, for all i € [k]
CLS+ .Verify(tier-2, gpk, bpk,m;, 1i;, 0;) = 1.
Therefore, A" successfully breaks CLS+ traceability.

Reduction from tier-1 Non-Frameability to CLS+ Non-Frameability
We build an adversary A’, that successfully wins in the CLS+ non-frameability
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ADDU (uid)
return ADDU’ (uid)

SNDI(uid, Mi,)
return SNDI' (uid, Mi,)

SIGN(uid, m, bpk)
return SIGN'(uid, m, bpk)

A/ADDU ,SNDI",SIGN (gpk, CSkZ)

((ma, g1, 1), woey (M, i1, 03), bpk, bsk) « APPPUSNPLSION (g e
Vie[k] (cpi,coi,c;) <« CLSH.Blind(gpk, bpk, pi, i, m;)

return ({(ci, cui,coi)}iz1,... k, bpk, bsk)

Fig. 6. A’ which wins in the CLS+ traceability game

game, given A that wins in the tier-1 non-frameability game. We give A’ in
Figure 7, and below explain why the simulation input to A given in Figure 7 is
identically distributed to the tier-1 non-frameability experiment, and that A’
successfully breaks CLS+ non-frameability.

SNDU (uid, Mi,)

return SNDU'(uid, M)

SIGN(uid, m, bpk)
return SIGN'(uid, m, bpk)

A’SNDU/’SIGN/ (gpk, isk, csk)

(uid, m*, 1, o bpk, bsk) — ASNPUSN (gop ik csk)
(c, co, ¢) < CLS+.Blind(gpk, bpk, u*, o*, m*)
return (uid, (c, cu, co), bpk, bsk)

Fig. 7. A’ which wins in the CLS+ non-frameability game

The inputs to the adversary in both the CLS+ and tier-1 non-frameability
experiments are the same. Therefore, the inputs to A are identical to in the
tier-1 non-frameability game.
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Reduction to CLS+ Non-Frameability We assume A is successful. Therefore,
(bpk, bsk) € BK and wid € HUL. Also, Identify(uid, CLS+.Blind(gpk, bpk, p*, o*,
m*)) =1 and (uid, m*, bpk) ¢ SL. We need to ensure that for (,7,m) =
CLS+.Unblind(bsk, CLS+.Convert(gpk, bpk, csk, (¢, cpi, co))) that (uid, T, bpk) ¢
SL. Due to the consistency of conversions and the fact that CLS+.Verify(tier-1,
gpk,bpk, m* u* o*) = 1, m = m*. Therefore, A’ successfully breaks CLS+
non-frameability.

C Controlled Malleable NIZKs

C.1 Controlled Malleable Simulation Soundness Extractability

Definition 11. Let (CRSSetup, P,V, ZKEval) be a NIZKPoK system for an ef-
ficient relation R, with a simulator (S1,S2) and an extractor (Ey, E2). Let T
be an allowable set of unary transformations for the relation R such that mem-
bership in T is efficiently testable. Let SEy be an algorithm that, on input (17),
outputs (Ocrs, Ts, Te) Such that (oqs, Ts) 18 distributed identically to the output of
S1. Let A be given, and consider the following game:

— Step 1. (Ucrs,TsaTe) <~ SE1<]-T)

— Step 2. ((E,ﬂ') <« ASz(UC’S’Ts’V) (Ucrsv Te)

— Step 3. ('UJ, SE/, T) <~ EQ(Ucrsv Tey Ty 7T)'

The proof system satisfies controlled-malleable simulation-sound extractability
(CM-SSE) with respect to T if for all PPT algorithms A there exists a negligible
function negl such that the probability (over the choices of SE1, A, and Ss) that
V(ogs,z,m) = 1 and (z,7) ¢ Q (where @ is the set of queried statements and
their responses) but either (1) w #1 and (v,w) ¢ R; (2) (', T) # (L, 1) and
either &' ¢ Qinst (the set of queried instances), x # Tipst(x'), or T ¢ T ; or (8)
(w,a',T) = (L, L, 1) is at most negl(T).

C.2 Strong Derivation Privacy

Definition 12. For a malleable NIZK (CRSSetup, P,V, ZKEval) with an asso-

ciated simulator (S1,S2), a given adversary A, and bit b, let p;'(T) be the prob-

ability of the event that b’ = 0 in the following game:

Step 1. (0crsy Ts) < S1(17).

Step 2. (state, 1,71, ..., Zq, Tg, T) < A(Tcrs, Ts).

— Step 3. If V(ogrs, i, i) = 0 for some i, (z1,--- ,x4) is not in the domain of
Tinst, or T ¢ T, abort and output L. Otherwise, form

e SQ(O'crs>TS7Tinst(-T17"' ,‘Tq)), Zfb: 0.
ZKEval(oers, T, {4, Wi }ic[q)), if b= 1.

Step 4. b — A(state, ).

The proof system is strongly derivation private if for all PPT algorithms A there
exists a negligible function negl such that |pgt(T) — pi*(k)| < negl(T).
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D Proofs of Security

We now prove that our CLS—CM construction satisfies the Correctness, Consis-
tency, Anonymity, Non-Transitivity, Conversion Blindness, Conversion Unforge-
ability, Non-Frameability and Traceability requirements given in Section 2, i.e
Lemmas 1, 2, 3, 4, 5, 6 are satisfied.

D.1 Correctness

Correctness of sign is clearly satisfied, due to the correctness of the cm-NIZKs
used.

Let upk; be the user public key for the user with identifier wid;. Vi € k,
L, Clii, ¢; are honestly generated and blinded and so for a;,a},a; chosen ran-
domly, p; = (9%, 1, cpk$iupk;), cu; = (§uitai, goi | cpk?rm’/" bpkg;/upki). In
CLS+.Convert the encryption on the pseudonyms is re-randomised. For 7}, 7
—${0,1}*, cu} = (g“”“/i‘”i,g“/i/”g,cpkfﬁa;ﬂ;bpkggwgupki). The decryption
under the converter pl}bli/c keyuis Ehen removed: o
cpl! = (ga;/ﬁ-T;l’ cpk‘fﬁai”i bkt +ri upki.g—csk1(ai+a2+7'§)) — (gag‘*"g’ bpky'’ ik upk;).

afry T

e gl,ﬁa%“)”yﬂﬂ " e(g1, bpk upk )" ), will be the pseudonym out-
2 @

put by convert, and e(gy, bpkgn”)Jrrn(“upkU(i))r . e(ghgalllw)*’"/f?m)*’“bs% =

e(g1, upkr(;))" will be the pseudonym output by CLS+.Unblind. Therefore fi;7(;) =

Hi(;) if and only if upk; = upk; and therefore uid; = uid;.

Vi € [1, k], for o chosen randomly, ¢; = (g%, m;bpk{), for v’

7" chosen randomly,
Ty = (go‘”g/,mibpkf”i ), therefore T 7¢;y = m;. CLS+.Convert will not fail,
due to the correctness of the cm-NIZKs used. Therefore, due to the correctness
of the SPK and the digital signature used, the signature & output will be valid.

Therefore, the construction satisfies correctness of conversion.

D.2 Consistency

Assume UnLink(gpk, esk, ((cpo, co, coo), (cp1,c1,c01))) = 0 and

UnLink(gpk, csk, ((cu1,c1, co1), (cpia, co, co))) = 0. This ensures that cog, coq, cog
are all valid cm-NIZKs as otherwise UnLink would output L. Therefore cu; =
(g™, gBi,cpsz"’bpkgiupkzi) for some oy, f; € Z, upk; € Go.

Due to the above argument for correctness of conversions, letting 1, 72 be the
randomness chosen in convert, e(gr, upko)™ = e(g1, upki)™ and e(gr, upk1)™ =
e(g1, upks)™2. Therefore, e(g1, upko) = e(g1, upky) = e(g1, upks). However, if
UnLink(gpk, csk, ((cuo, co, cop), (clia, ca, cos))) = 1, then e(gy, upko)™ #
e(g1,upks)™3, where r3 was chosen during Convert. This is a contradiction. There-
fore, the construction satisfies consistency of linking.

In the consistency of verification game, all signatures returned are valid,
and so they contain valid cm-NIZKs. Due to the strong derivation privacy of the
cm-NIZK, valid cm-NIZKs will be returned after blinding. Therefore, CLS+.Convert
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will not fail and 7; will be a shuffle of the original messages, due to the above
argument in correctness of conversion. As conversion does not fail, the tier-2
signature will consist of a digital signature on the pseudonym and ciphertext
output by CLS+.Convert and a proof SPK that these were correctly unblinded.
Due to the correctness of the digital signature scheme and the SPK, the tier-2
signatures will be valid.

D.3 Anonymity

Lemma 1. The CLS-CM construction satisfies anonymity if the DDH as-
sumption holds in Go, and the cm-NIZK is zero knowledge, and ¢m-SSE.

We assume that an adversary A exists, that makes ¢ queries to the SNDU
oracle for distinct user identifiers, and geony queries to the CLS+.Convert oracle,
that guesses b correctly in the anonymity game and wins with probability e+ 1/2.

We define Game (0,0) to be the anonymity experiment, with b chosen ran-
domly at the beginning, using the CLS-CM construction. Let Sy o be the event
that an adversary A correctly guesses b after Game (0,0).

Game (0, 7) is identical to Game (0,0) except during the first j queries to
the CONVERT oracle, when ¢, cu, co is queried to the CONVERT, such that ¢
unblinds to 7, ldentify(uid}, c, cpi, co) = 1 and m = m™*. We give the new convert
oracle used for the first j queries of Game (0, j) in Figure 8. Let Sy ; be the event
that the adversary A correctly guesses b after Game (0, 7).

CONVERT ((cp1, co1,¢1), - - -, (Clik, cok, ck ), bpk, bsk)

if (bpk,bsk) ¢ BK return L
if 3i* € [k],d € {0,1} s.t ldentify(uid}, c;x, cpiz, copm) = 1
and ci*yzcl;bikl =m™ and bpk = bpk*
if 3i e [k]\{i*} s.t. ldentify(uid}, c;, cpts, co;) = 1 for d € {0,1} return L
({(eft;,€54,Ci) k1) < CLS+.Convert(gpk, bpk, csk, {(cps, coi, c;) = i € [K]\{i*}})
if ({(cp;,¢0:,¢)}k—1) =L return L
ar <$Z5, Tk« (cix 19™%, cox 2bpkTh)
upk® —$ G2, as —$ Zy, cfty, — (e(g1,5"?), e(g1, upk ™ bpk3?))
¢o, < SIG.Sign(cska, (¢k, Chiy,, bpk))
choose random permutation II,for i =1,...k:
(¢fi;, i, €04) < (Clipp(sys iy, CO 11 (i))
else compute {(cf;,¢0;,¢;)} i < CLSH.Convert(gpk, bpk, csk, {(cpi, coi, i) })
return ({(cg;,coi,%)}k)

Fig. 8. Convert oracle used during first j queries of Game (0, j)

We show that Game (0,j) and Game (0, j+1) are indistinguishable assuming
the DDH assumption. We give a distinguishing algorithm D; in Figures 9 and 10,
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and below explain why D; simulates inputs to A that are distributed identically
to in Game (0, j) if a DDH tuple is input, and D; simulates inputs to A that
are distributed identically to in Game (0, j + 1) if a DDH tuple is not input.

CONVERT ((cp1, co1,¢1), . - -, (Clik, cok, ck ), bpk, bsk)

if (bpk,bsk) ¢ BK return L
s<—s+1 if s <j perform CONVERT given in Figure 12

if s > j + 1 perform CONVERT given in anonymity experiment

If 3i € [k] s.t co; is not valid with respect to cui, ¢;, gpk and bpk return L

—bsko
%1

if 3i* € [k],d e {0,1} s.t cui*ﬁcu;fflklcu
and bpk = bpk™
if wid} # uid' abort D;
if 3i e [k\{i*},d € {0,1} s.t. cpiscp;  ep; 2 = upk,; g% return L
for i = [k]\{i*} :
if Juid € HUL\{uid'} s.t ldentify(uid, ¢, cpi, coi) = 1, upk) « gi***uwid
else (upkj, ) « Fa2 cmnizk(0crs, Te, (cpki, bpk, ipk, cpii, ¢i), co;)

—bskq

_ ok
= quuid;*‘ and Ci2Cip = M

if upk; =1 return L1
a1, a2 <S$ZL%, ¢ «— (ci19"%, ci2bpki?), cii < (e(upki, §**), e(upk;, D3bpks'))
ca; < SIG.Sign(csk2, (¢;, ¢, bpk))
bi,bo —S$ZE, px — Da,cie — (e(g1,9™), (g1, bpkb! j1sx))
Cix — (Ci*,19b2, ci*’szkﬁz),@i* « SIG.Sign(cska, (C;x, cli;x , bpk))
choose random permutation IT,for i =1,...,k:
(ch;, i, eoi) < (Chp iy, Cr(i), €O (i)
else compute {(cf;,¢0i,¢;)}r < CLSH.Convert(gpk, bpk, csk, {(cpi, coi, i) })
return ({(cg;,c0i,%)}k)

Fig. 9. D; a distinguishing algorithm for the DDH problem

The values gpk, csk, isk are distributed identically to in the anonymity game,
as everything but go, ocs are chosen in the same way. SE1 cm-nizk outputs a ocrs
that is identically distributed to in CRSSetup.

Simulating the SNDU Oracle The SNDU oracle only differs from the oracle in
the anonymity experiment when wid’ is input. In this case upk is distributed
identically, and the CLS+.Join protocol can be simulated without knowledge of
usk. Therefore, outputs are distributed identically. usk, upk’ are set to L, but
we will show these are not used later.

Sitmulating the SIGN Oracle The SIGN oracle is identical to the oracle in the
anonymity experiment, when uid # wid’ is queried. When uid’ is queried, then
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SNDU (uid, Mi,)

if uid e CUL return L
if wid ¢ HUL
HUL «— HUL U {uid},l < | + 1, gsk[uid] <L, dec** «— cont
if | = ¢* wid « uid, upkya < D2 return (upky:q,cont)
if wid = wid'
continue from line 4 of oracle in anonymity experiment but set upk’ =1

else Continue from line 4 of oracle in anonymity experiment

SIGN(uid, m, bpk)

if wid # wid' perform SIGN oracle from anonymity experiment
if uid = uid’
if dec*™® # accept return L
« <—$Z:,u — (g%, 1, upkyiacpk?), B < 0,7 < 0,c < (1,m)
o — S2.cmNizk (Oars, Ts, (cpk1, bpk, ipk, 1, c)) return (u, o)
SL « SL v {(uid, m, bpk)}

return (o, )

Dj(D17D27D37D4)

5,1« 0,¢" <$[1,q],b<${0,1},g1 «$G1,g2 < D1

PPautor < ASetupy (p, G1, G2, Gr, €, g1, g2))

PPautoz — ASetupy(p, G1,G2, G, €, 91, 92))

9 <3$G1,G <3$Ga, (0crs, s, Te) < SE1,emniz(17)

PPsig < SIG.Setup(17)

PP« ((P, G1,G2,Gr, €, 91, 92), PPautor» PPautons 9> G» Tcrss PPsig)

(isk,ipk) <« CLS+.IKGen(pp), (csk, cpk) < CLS+.CKGen(pp)

gpk < (pp, ipk, cpk)

(uwidg , uidy, m™, bpk™, st) « ASNDU’S'GN’CONVERT(choose, gpk,isk)

if widy ¢ HUL or dec"'™ » accept or uidy ¢ HUL or dec'™f # accept return L
(u*, ™) « SIGN(uidy, m™, bpk™)

b* o ASNDUSIN.CONVERT (o occ oy % %)

if * =b return 1

Fig. 10. D; a distinguishing algorithm for the DDH problem
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i, c can be computed as normal and Sz.cm-nizk can be used to simulate the
cm-NIZK ¢. This will be identically distributed, due to the zero knowledge of
cm-NIZK. Therefore, the outputs of SIGN are distributed identically to in the
anonymity experiment.

Simulating the CONVERT Oracle Other than the (j+ 1)th query, the CONVERT
oracle is identical to in both Games (0,7) and (0,5 + 1).

For the (j+ 1)th query, if the input to D, is a DDH tuple, then outputs from
the CONVERT oracle are identically distributed to in the anonymity game. This
is because, if ¢, cu, co is not queried to the CONVERT, such that ¢ will decrypt
to m, ldentify(uid},c,cp,co) = 1 for d € {0,1} and m = m* and bpk = bpk*,
the oracle behaves identically to in the anonymity game, as in both games. If
an invalid blinded signature is input, the oracle will abort, as in the original
anonymity game.

If this is queried, we show the simulation is correctly distributed. Firstly ¢;
and ¢o; are generated identically to in CLS+.Convert.

As we do not have access to gsk[uid'], we cannot perform ldentify on input
uid’, therefore instead we decrypt the pseudonym and check whether it matches
upky;q . Only one signature identifies to uid§ otherwise the oracle will abort as
in the anonymity game. We assume wid’ = wid’ which happens with probability
1/q, therefore extraction of the upk] is always successful, because cu; does not
decrypt to the user public key of uid’. This is because E2 cm-nizk Will either suc-
cessfully extract upk;, or instead will extract a transformation T and statement
(cpky, bpk,ipk, cp), ') such that (cpky, bpk, ipk, cp;, ¢;) = Tinst(cpk1, bpk, ipk, cpl,
;). If it outputs the latter (cu;, ¢;) was input to Sz .cm-nizk, and (e}, ¢;) is a re-
randomisation of (cu;, ¢;). This is not possible as Sa cm-nizk is only used in the
signing oracle for uid'.

Letting r’" = logp, (D3), and upk; = gi‘Ski, upk; = gQ“Ski, then ¢, =
(e(upki, §*), e(upki, D3bpks*)) = (e(g1,§*)"***, e(g, Dsbpky*)***)
= (e(g1, g%, e(gr, D™ bpks ")) = (e(gr, §°"**), e(g1, upk] bpkg****))
= (e(gl,g“luSkiT/_l)T/,e(gl,upkibpkgl“s’c”/il)r/), which is correctly distributed
as ap is chosen randomly and independently. Also ¢f,+ =
(e(g1.3™). (g1, bk’ D)) = (e(g1, 9" ") e(gr, bpky™ ™ upk)™") where upk =
upkyiq. These are distributed identically, due to the fact that by is chosen ran-
domly and independently. The ¢g; are then shuffled with a random permutation.
Therefore, the outputs of CONVERT are distributed identically to the CONVERT
oracle in the anonymity game, and so Game (0, 7).

Simulating (u*,0*). (u*,0*) input to A in the guessing stage is distributed
identically to in the anonymity game, due to outputs of the SIGN oracle being
distributed identically to the anonymity game.

Reduction to the DDH problem If the input to D; is not a DDH tuple, then

outputs of the CONVERT oracle are identically distributed to in Figure 8. This
is because if ¢, ey, co is not queried to the CONVERT oracle, such that ¢ decrypts
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to m, ldentify(uid},c,cp,co) = 1 and m = m™* for d € {0,1} and bpk = bpk*,
then the oracle behaves identically to both games. If this is the case, as D, is
now chosen randomly and independently, ¢, ¢n’, co; are now chosen identically
to in Figure 8. Therefore, if the input to D; is not a DDH tuple, then the outputs
to A are identically distributed to Game (0,5 + 1)

D; only aborts early if if ¢, cp, co is queried to the CONVERT oracle, such
that ¢ decrypts to m, Identify(uid},c,cu,co) = 1 and m = m*, for d € {0,1}
and wid’ # wid}. This occurs with probability at most ¢ — 1/q. Therefore, the
probability that D; outputs 1 given a DDH tuple was input is Pr[So ;]/q. The
probability that D; outputs 1 given a DDH tuple was not input is Pr[Sp ;+1]/q.
The advantage of D; is then |Pr[So ;] — Pr[So,j+1]|/q, therefore |Pr[Sy ;] —
Pr[So,;+1]| = qepph-

We define Game 1 to be Game (0, geony ), Where geony is the number of queries
to the CONVERT oracle. Let S; be the event that an adversary A correctly
guesses b after Game 1. As |Pr[Sy ;] — Pr(Soj+1]| = ¢eopn, then |Pr[Syo] —
Pr[S1]] < geonvq€DDH-

Next, we show that |Pr[S1] — 1/2| < eppn. We build an adversary A’ that
distinguishes DDH tuples, given A that guesses successfully in Game 1 with
Pr[S1]. We give A’ in Figure 11, and below explain why the simulation input
to A given in Figure 11 is identically distributed to Game 1 given a DDH tuple
is input, and that A" successfully distinguishes DDH tuples.

The values gpk, isk are distributed identically to in the anonymity game, as
everything but g, cpk1, os are chosen in the same way. SE1 cm-nizk outputs a ocrs
that is identically distributed to in CRSSetup. g, cpk; are distributed identically.
The SNDU, and SIGN oracles are identical to the anonymity experiment. If a
DDH tuple is input, u* is distributed identically to Game 1, because letting
a =logp, (Ds), then p* = (g, 1, cpkzl‘)‘upkuid;k) which is identically distributed.

Simulating the CONVERT oracle The CONVERT oracle can no longer use Identify,
without cski. However, if 3i* € [k] s.t Identify(uid¥, c;«, cpix, cox) = 1 for d €
{0,1} and cl-*’gcl;bslkl = m* and bpk = bsk®*, then clearly either upk;« =1 or

upk;x = upkyiq, st d € {0,1} and m;x = m*. If there does not exist i* €
(k] s.t Identify(uid¥, c;%, cpix, cox) = 1ford € {0,1} and ci*gc?;ltslkl = m*,

there clearly there does not exist i* € [k] s.t upk;x = upky;a, s.t d € {0,1} and
myx = m™. If upk;x =1, then the extraction algorithm outputs a statement x’,
and a transformation T, where ' = (cpky, bpk™, ipk, u*, c*) as this is the only
statement for which a simulation is generated, and x = T,(2’) and T is a valid
transform. This means that cu;x, and ¢;x, are re-randomisations of p*, c¢*, and
SO ¢;x is an encryption of m*, cu;x is an encryption of upk;uidf, and bpk = bpk*.
This is a contradiction and so the statements are equivalent.

The condition 3i € [k]\{i*} s.t Identify(uid}, c;, cpui, coy) = 1 for d € {0,1}, is
equivalent to 3i € [k]\{i*} s.t. upk; =1 or upk,;qx for d € {0,1} by the same
reasoning.

Finally the only difference, is that cu! < (§%, upk;bpks') is used in
CLS+.Convert. Clearly due to the above conditions, upk; has been extracted
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SNDU (uid, M)

Identical to the anonymity experiment.

SIGN(uid, m, bpk)

Identical to the anonymity experiment.

CONVERT ((cp1, co1,¢1), - - ., (cpir, cok, k), bpk, bsk)

if 3i € [1,k] s.t co; is not valid with respect to cp;, i, gpk and bpk or (bpk, bsk) ¢ BK
return |
Vielk] (( upki,- ), ) < E2emnizk(Oas, Te, (cpki, bpk, ipk, cps, i), co;)
a1 <7y, cui — (§°, upkibpky'), m; «— ci,gc;f‘gkl
if 3 e [k] s.t upk;x =1
or upk;x = upkyia, s.t d € {0,1} and m;x = m™ and bpk = bpk*
if 3i e [k]\{i*} s.t. upk; =L or upk:uid: for de {0,1}
return L
Using the cyi computed above instead of using cski compute
({(ep;, €1, €) }e—1) < CLSH+.Convert(gpk, bpk, csk, {(cui, coi, ci) = i € [kK]\{i*}})
if ({(em;,€04,€i)}k—1) =L return L
bi, by <8735, Tk (Cox 19”2, Co 2bpky? ), upk™ «—$ Ga, T, «— (e(g1,9™), e(gr, upk™bpk3"))
co, < SIG.Sign(cska, (¢k, chy, bpk))
choose random permutation I1,for ¢ = 1,... k:
(¢hi;,€i,€04) < (Chp iy, €1y, €O (3))
else Using the cu; computed above instead of using cski compute
{(e@;, ¢4, ¢i) }i < CLS+.Convert(gpk, bpk, csk, {(cpi, coi, ci)})

return ({(¢fz;,¢0:,¢i)}k)

A'(D1, D2, D3, Dy)

b<$ {07 1}7 (p’ Gl’ G27 GT: 6791792) <« g(lT)
ppautol - Asetup1(17)7 ppaut02 - Asetup2(1T)

g <$G1,§ < D1, (0crs, 7o, Te) < SE1.cmnizk(17), ppgg < SIG.Setup(17)

PP < ((p;G1,G2,Gr, €, 91, 92); PPautoy s PPautozs 9+ §» Ocrs, PPsig)

(isk,ipk) < CLS+.1IKGen(pp), (cpkz, csk2) < SIG.KeyGen(17), cpk < (D2, cpks)
gpk < (pp, ipk, cpk)

(uwidg , uidf, m™, bpk™ st) ASNDU’SIGN’CONVERT(choose, gpk, isk)

if widy, widy ¢ HUL or gsk[uidg |, gsk[uidf] =L return L

w* « (D3, 1,D4upkuid2<),c* — (1,m™)

o S2,cm-Nizk (Ocrs, Ts, (cDk1, bpk’*: ipk, H*7 C*))

b ASNDUSIGN.CONVERT (g oce oy % %)

if b =b return 1 else return 0

Fig. 11. A’ which distinguishes DDH tuples
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successfully. Then, cu; is distributed identically to the value computed in
CLS+.Convert because this is a re-randomised encryption of wupk;. Therefore,
this oracle is distributed identically to Figure 8.

Reduction to the DDH assumption If a DDH tuple is not input, D4 was cho-
sen randomly, and so the input to A is independent of b. Therefore A guesses
correctly with probability 1/2.

If a DDH tuple is input, the inputs to A are distributed identically to in Game
1, and they will guess correctly with probability S;. Therefore |Pr[Si] —1/2| <
€DDH-

Therefore |Pr[Soo] — 1/2| < €ppH + deonvgeppH- As this is negligible, our con-
struction satisfies anonymity.

D.4 Non-Transitivity

Lemma 2. The CLS-CM construction satisfies non-transitivity if the DDH
assumption holds in Ga, and the cm-NIZK is zero knowledge, and cm-SSE.

For proving non-transitivity, we have to show that there exists an efficient
simulator SIM that makes the real and simulated game indistinguishable. We
start by describing the simulator and then explain why the real and simulated
conversion oracles CONVERT and CONVSIM are indistinguishable.

SIM(gpka bpka CSka Luid17 v Luidk./)
1« 0,Yje[l,k]
p «8Ga;¥e € Luia,

L 1+1,b,by <8 Z, e, < (e(g1,9™), (g1, 1'bpks)), e — ("1, bpki?ca)
¢o; < SIG.Sign(cska, (¢i;, i, bpk))

return ((@1:517@1)» s (@17517@1))

We assume that an adversary A exists, that makes ¢ queries to the SNDU
oracle for distinct user identifiers, and gcony queries to the CONVX oracle, that
guesses b correctly in the non-transitivity game with SIM given above and wins
with probability € + 1/2.

We will stepwise make the real-world (b=0) and the simulated world (b=1)
equivalent, using a sequence of Games H; for j = 0,...,q. The idea is that
in Game H; we will not use simulated conversions for all users uidy, ..., uid;
in order of when they were queried to SNDU. More precisely, we define Game
H; to be as given in Figure 12 with all other oracles identical to in the non-
transitivity experiment. Let S; be the event that A guesses b correctly in Game
H;, with the simulator given above. Game H; keeps track of the queries to
SNDU, adding the first j queries of wid to a set UL. Then during queries to
CONVSIM, if a signature of a user in UL is queried, these are treated in the same
way as pseudonyms for corrupted users, i.e., they are normally converted using
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the CLS+.Convert algorithm. If a signature of an honest user that is not in UL
is queried, we add this user to NUL. These conversions are simulated as usual.

Game Hg is identical to the non-transitivity game, because UL is empty.
Therefore, Pr[Sy] = € + 1/2. In Game H,, UL contains all honest users, and so
the CONVSIM oracle is now identical to the CONVERT oracle, and inputs to the
adversary are now independent of b , therefore Pr[S,] = 1/2.

Game H;

t—0,b<s${0,1}, pp « CLS+.Setup(17), (ipk, isk) < CLS+.IKGen(pp)

(cpk, csk) < CLS+.CKGen(pp), gpk < (pp, ipk, cpk)
return ASNPU-SIGN.CONVX

guess, gpk, isk)

SNDU(uid, M)
if wid¢ HUL,t — t+1,if t <j UL < UL U {uid}

Continue from line 5 of standard SNDU oracle

CONVSIM((ep1,cot,¢1), .- ., (clik, cok, ck), bpk, bsk)

if (bpk,bsk) ¢ BC return L
if CLS+.Convert(gpk, bpk, csk, (cp1,co1,c1), ..., (cpr, cok,ck)) =L  return L
Set CL « ¥
Vie [1,k]
if Juid € HUL s.t Identify(uid, ¢;, cpi, cos) = 1

if Lysq does not exist, create Lyia <« {¢i}, Cluia < {(ci, coi, cui)}

else set Lyig < Luia U {ci}, Cluia < Cluia v {(ci, coi, cpi)}
else CL « CL u {(c;, co4, cps)}
({(cm;,c04,Ci) }izn,..1r) < CLS+.Convert(gpk, bpk, csk, CL U U Cluia))
wideUL
for k" « |CL U U Cluidl
uideUL

Let Luidys -« - Luidy,
Let NUL « {uid,, . .. widyr }\UL

{(CH;, €04, C) Yimkr41,...k < SIM(gpk, bpk, csk, U Luia)

uideNUL

be the non-empty message clusters created above

Let {(c@;, ¢Gs, C;)}i=1,...r be a random permutation of {(¢fi;, 7, ;) }iz1,..k

return ({(cg;, 5%, ¢) }im1,..k)

Fig. 12. Description of Game H; and the changes to the SNDU and CONVSIM oracles.

We now show that if an adversary can distinguish Games H; and H;1, we
can turn this into a distinguisher D; that can break the DDH assumption in Go.
We describe the reduction and the additional simulation that is needed therein
in Figures 13 and 14.
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D;(D1, Dy, D3, Dy)

Expand D}, Db, Db, D} into D1, D2, {D3,i, Da,i : i € [geonv]} using DDH random self-reduction [40]
st — 0,91 <$G1,92 — D1
PPauio1 <~ ASetup; (p,G1, G2, G, €, 91, 92))
PPautos < ASetupy(p, G1,G2,Gr, e, 91, 92))
g <$G1,G «$G2, (0crs, s, Te) < SE1emnize(17), ppgg < SIG.Setup(17)
pp < ((p,G1,G2,Gr, €, 91, 92), PPauto1» PPautogs 9 G Tcrs; PPsig)
(isk, ipk) «— CLS+.IKGen(pp)
(csk, cpk) « CLS+.CKGen(pp), gpk < (pp, ipk, cpk)
return .AS"\‘DU’SIG’\‘’CO'\‘VX(gpk7 csk,isk)
SNDU (uid, Min)
if uid e CUL return L
i wid ¢ HUL,t — ¢+ Lif t <§ UL < UL U {uid)
HUL « HUL U {uid}, gsk[uid] —L,dec""* — cont
ift=j+1 wid < uid, upkyia < D2, return (upkuia, cont)
if wid = wid’

Continue from line 4 of standard SNDU oracle but set upk’ =1

else Continue from line 4 of standard SNDU oracle

SIGN(uid, m, bpk)

if wid # uid' perform SIGN oracle from non-transitivity experiment
if wid = uid'

if dec"'® # accept return L

a«$Z5, p— (§% 1, upkuiacpks), B < 0,7 < 0,c « (1,m)

o «— S2.cm-Nizk (Ocrs, Ts, (cpky, bpk, ipk, pi, ¢)) return (u,o)

SL « SL U {(uid, m, bpk)}

return (o, 1)

Fig. 13. D, our distinguishing algorithm for the DDH problem. The CONVERT oracle
remains unchanged, and the CONVSIM oracle using the DDH challenge is given in
Figure 13.

We now argue that when a DDH tuple (D', D5, D5, DY) is input to Dj, the
inputs to A are distributed identically to in Game #;41; when a DDH tuple is
not input, the inputs to A are distributed identically to in Game #;. That is for

| = h,Dy = h* Dy = h®, D} = h®, the oracles provided by D; will be exactly
as in H;4+1 when ¢ = ab, and as in H; otherwise.

We first note that due to the DDH random self-reduction given in [40], if a
DDH tuple is input to D;, then for all i € [geconv], D1, D2, D3, D4 ; is a DDH tu-
ple. If a DDH tuple is not input to D;, then Dy, Dy, D31, Dys 1, , D3,
are randomly and independently distributed.

The values gpk, csk, isk are distributed identically to in the non-transitivity
game, as everything but gs, ocs are chosen in the same way. SE; cm-nizk and
CRSSetup outputs identically distributed ocs.

Geonv ) D4 yQconv

Simulating the SNDU Oracle The SNDU oracle only differs from the oracle in
the non-transitivity experiment during the (j + 1)-th query by embedding D of
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the DDH challenger into the user’s “public key” upk. Clearly, upk is distributed
identically as when computed normally. Note that usk, upk’ are not defined for
this user, but this is not output to A, or used in the next stage of the protocol.

Simulating the SIGN Oracle The SIGN oracle is identical to the oracle in the
non-transitivity experiment, when uid # uid’ is queried. When wid’ is queried,
then p,c can be computed as normal and Sy cm-nizk can be used to simulate
the cm-NIZK o. This will be identically distributed, due to the zero knowledge
of cm-NIZK. Therefore the outputs of SIGN are distributed identically to in the
non-transitivity experiment.

Simulating the CONVSIM Oracle What remains to be shown is that the CONVSIM
oracle created by D; either behaves identically to the CONVSIM oracle in Game
H,; or as in H 41, depending on whether its input was a DDH tuple or not. upk’
is only extracted if ¢;, cu;, co; does not identify to any honest user, and therefore
this will be successful. This is because otherwise 3 cm-nizk will extract a transfor-
mation T and statement (cpky, bpk, ipk, cpt’, ¢') such that (epky, bpk, ipk, cu;, ¢;) =
Tinst (cpky, bpk, ipk, cp/, ). In this case (ci/,c’) was input to Sz cm-nizk, and so
cp’ is an encryption of upk,;q. Therefore, cu; is also an encryption of upk.;q
and so would have identified to an honest user. Although in the case of wid’,
usk[uid’] is not defined, as wid’ ¢ UL then CL,;p will never be used. ¢,co are
computed in the same way as in CLS+.Convert. We know that D3 s = g5 for
some 7 , and upk’ = g¥** for some usk, and thus it must hold that ez =
(e(upk’, §**), e(upk’, D3 sbpks")) = (e(g1,§*) ¥, e(g1, ghbpks' )***) =

(e(g1, G4+ e(g, upk;bpké““Skf_1 )7). This is distributed identically, as a; is
chosen randomly and independently.

If (D, Db, D4, D}) is a DDH tuple, then Dy s = D35. Therefore as upkyiq =
Dy, and as (e(g1,§"), e(g1, Da,sbpks*)) = (e(g1,4™), e(g1, upky, . bpk3*)) =
(e(g1, g“lf?l)%ﬂ, e(g1, upkuid/bpkglrl)’:) the inputs to A are also distributed iden-
tically to in Game H;,1. Whereas if (D}, D5y, D3, D}) is not a DDH tuple, then
Dy s, is distributed identically to p/, which was chosen randomly and indepen-
dently. Therefore the inputs to A are distributed identically to in Game ;.

Reduction to the DDH problem Therefore the probability that D; outputs 1 if it
was given a valid DDH tuple as input is Pr[S;;1], and Pr[S;] is the probability
that D; outputs 1 when the input was not a DDH tuple. The advantage of D;
is then | Pr[S;] — Pr[S;j4+1]|, therefore | Pr[S;] — Pr[S;+1]| = €ppH-

Overall, for our sequence of games Hg to H, it holds that | Pr[.Sy]—Pr[S,]| <
qeppy and thus € < geppy is negligible. This concludes our proof that the
CLS—-CM construction satisfies non-transitivity.

D.5 Conversion Blindness

Lemma 3. The CLS-CM construction satisfies conversion blindness if the
DDH assumption holds in Gi and Go, the cm-NIZK is zero knowledge, and
strongly derivation private and the SPK is Zero Knowledge.
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CONVSIM((cp1,co1,¢1), - - -, (clik, cok, ck ), bpk, bsk)
s« s+ 1,if (bpk,bsk) ¢ B return L
if CLS+.Convert(gpk, bpk, csk, (cp1,cor,c1), ..., (ck,cok,ck)) =L  return L
Set CL — &
Vi€ [1, k]
if Juid € HUL s.t cui,gcuzgsbcu;fsh = upkuia

if Lyiq does not exist Lyiq < {ci}, Clyia < {(ci,gluSde])}

else Luyia — Luia U {ci}, Cluia < Clyia U {(ci, g?=1*")}
else (upk;,-,-, -, -....) < Eacmnizk(Oas, Te, (cpk1, bpk, ipk, cji;, ¢i), co;)
CL « CL U {(ci, upk;)}
n<—0; V(e upk') eCLu U CLuia
wideUL
n<n+1a1,a2 <$Z5, e, < (e(upk’, §°*), e(upk’, D3 sbpks*))
Cn «— (c19?, cobpk(?), o, < Sig(cska, (Ci,,, Cn, b))
if L4 exists Ve € Lyar
n<n+1a1,a2 <$Z5, e, < (e(g,§™), e(g1, Da,sbpks*))
Cn < (c19"?, cobpki?), oy, < Sig(csk, (¢q,,, ¢n, bpk))

let Luid,,-- - Luidk,, be the non-empty message clusters created above
Let NUL «— {uidy, ... uidgs }\UL
{(mi)éiawi)}i:nJrl,mk — SIM(gpk’ bpk, csk U Lu’id)

wideNUL,uid#uid’
Let {(cq,, ¢o;,¢;)}i=1,..x be a random permutation of {(¢fi;, 5, ;) }iz1,..k

return ({(¢fi;, 255, C) }iz1,...k)

Fig.14. The CONVSIM oracle used by distinguisher D, given in Figure 14. To avoid
confusion, we write uid’ to refer to the j + 1-th user that has joined the group (and for
which D; embedded the DDH challenge).

We define Game 0 be the conversion blindness experiment for the CLS-CM
construction. Let Py be the event that an adversary A correctly guesses b after
Game 0.

We define Game 1 to be identical to Game 0, except that o.s is generated
by Si.em-Nizk instead of CRSSetup, and a simulation trapdoor is also generated.
As outputs of S7 cm-nizk and CRSSetup are identically distributed, letting P; be
the event that the adversary A correctly guesses b after Game 1, then Pr[Py] =
P?"[Pl].

We define Game 2 to be identical to Game 1, except during blinding instead
of transforming the proof with ZKEval, instead the proof is simulated. We give
Game 2 in full below. Let P, be the event that the adversary A correctly guesses
b after Game 2.
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UNBLIND((MlaUhml)? cee (/J/kao-k:amk)>

As in Blindness experiment
Game 2

b<${0,1}, (p,G1,G2,Gr,e,91,92) < G(17),9 «<3G1,§ <$Go
PPautor < ASetup, (p,G1, G2, Gr, €, 91,92))

PPautos — ASetup,(p,G1,Ga, G, €, 91, 92)), (Oas, Ts) < St.em-nizx(17)
PPsg < SIG.Setup(17)

PP < ((p,G1,G2,Gr, €, 91,92);, PPauto1 > PPautozs 95 §» Tcrss PPsig)
(ipk,isk) <« CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)

(bpk, bsk) < CLS+.BKGen(pp), gpk < (pp, ipk, cpk)

(st, (1o, 00, m0), (11,01, m1)) — A"NBYNP (choose, gpk, bpk, isk, csk)
if 3d € {0,1} s.t CLS+.Verify(tier-1, gpk, bpk, m4, pta,04) =0 return 0
a, B,y <8 {0, 1%, ep™ — (up19", 1,29, 1o 3cpkbpks ),

c* — (g7, mpbpky), co™ — Sa cmnizk (Tcrs, Ts, (cpk1, bpk, ipk, cu™, c*))

b* — AUNBL'ND(gueSS,st, cu®, co®,c®) if b* =b return1l else return 0

We show that Game 1 and Game 2 are indistinguishable assuming the
cm-NIZK proof is strongly derivation private. We give a distinguishing algorithm
D; in Figure 15, that aims to guess b’ in the strongly derivation private security
game.

We now show that when ' = 1 inputs to A are identical to Game 1, and
when b = 0 inputs to A are identical to Game 2.

The gpk, bpk, isk, csk input to A are identical to the input in both Game 1
and Game 2. The UNBLIND oracle is also identical. cu™* and ¢* are re-randomisations
of pp and (1, my) which is identical to in the CLS+.Blind algorithm, and therefore
identical to in both Game 1 and Game 2.

If ¥ = 0, Dy is returned with the simulation of a proof for the statement
T (cpky, bpk, ipk, pp, (1,mp)) = (cpky, bpk, ipk, cu™*, c*), which is identical to in
Game 2.

If ' = 1, D is returned with the transformation of the proof under the trans-
formation defined by («, 3,7), which are used to re-randomise pp and (1, myp).
This is identical to in Game 1.

Therefore |Pr[P1] — Pr[P:]| < €sdp, where €44, is the advantage in breaking
the strong derivation privacy of the cm-NIZK.

We define Game 3 to be identical to Game 2, except cu™* is chosen randomly.
We give Game 3 in full below. Let Ps be the event that the adversary A correctly
guesses b after Game 3.
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UNBLIND((p1, 01, m1), - - -, (pok, 0k, mi))

As in Blindness experiment

D1 (0crs)

b<—${0,1}, (p,G1,G2,Gr,e,91,92) <« G(17),9 «<3$G1,§ <8 G2
PPautor — ASetup, (p, G1,G2, G, €, 91, 92))

PPautos < ASetupy(p, G1, G2, Gr, €, g1, 92)), (0crs, Ts) < St,em-nize(17)
PPsig < SIG.Setup(17)

PP < ((p, G1,G2,Gr, €, 91,92), PPautor» PPautos 9» G Tcrss PPsig)

(ipk, isk) «— CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)

(bpk, bsk) « CLS+.BKGen(pp), gpk < (pp, ipk, cpk)

(st, (110,00, m0), (11, 01, m1)) «— ANEYNP (choose, gpk, bpk, isk, csk)
if 3d € {0,1} s.t CLS+.Verify(tier-1, gpk, bpk, ma, pa,04) =0 return 0
a, B,y <${0,1}*

return (st, (cpki, bpk,ipk, us, (1,m)), 0w, (o, 8,7))

Dy (St, 7T*)

¥ — ", cpd < 29, cpd — pw 3epks bpkl

b* — A(guess, st, cupk, c*,cu™, ), if b* =b return 1

Fig. 15. D; that distinguishes between Game 1 and Game 2
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UNBLIND((MlaUhml)? cee (/J/kao-k:amk)>

As in Blindness experiment

Game 3

b<${0,1},(p,G1,G2,Gr,e,91,92) < G(17),9 <8G1,§ <$ G2
ppautol <~ Asetupl(p7 G15627GT7e7g1792))

PPautoz — ASetup,y(p, G1,Ge, G, €, 91,92)), (Tars, Ts) < S1,emnizx(17)

PPsg < SIG.Setup(17)

PP < ((p,G1,G2,Gr, €, 91,92);, PPauto1 > PPautozs 95 §» Tcrss PPsig)

(ipk,isk) <« CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)

(bpk, bsk) < CLS+.BKGen(pp), gpk < (pp, ipk, cpk)

(st, (1o, 00, m0), (11,01, m1)) — A"NBYNP (choose, gpk, bpk, isk, csk)

if 3d € {0,1} s.t CLS+.Verify(tier-1, gpk, bpk, m4, pta,04) =0 return 0
v —${0,1}*, ep* <8 G3, cf — g7, cF — mypbpk]

co® — S2,cm-Nizk (Ters, Ts, (cpk1, bpk, ipk, cp™, c*))

b* — AUNBL'ND(gueSS,st, cu®, co®,c®) if b* =b returnl return0

We define Game 4 to be identical to Game 3, except ¢* is chosen randomly.
We give Game 4 in full below. Let P, be the event that the adversary A correctly
guesses b after Game 4.

UNBUND((/Ll,O’l,ml), ey (uk,ak,mk))

As in Blindness experiment

Game 4

b<«s {07 1}7 (p, G17G27GT767 91792) < g(lT)zg (_$G17§ —$ G2
ppautol — Asetupl(p7G17G27GT7€7 91792))

PPautos < ASetupy(p, G1, G2, Gr, €, 91, 92)), (0crs, Ts) < S1,emniz(17)

PPsig < SIG.Setup(17)

PP < ((p, G1,G2,Gr, €, 91,92), PPautor PPautoz> 9+ G Tcrss PPsig)

(ipk,isk) < CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)

(bpk, bsk) < CLS+.BKGen(pp), gpk < (pp, ipk, cpk)

(st, (1o, 00, m0), (111, 01, m1)) — ANBENP (choose, gpk, bpk, isk, csk)

if 3d € {0,1} s.t CLS+.Verify(tier-1, gpk, bpk, m4, pta,04) =0 return 0
v —${0,1}*, cp® —$G3, ¢ —$G3

co™® — Sy emnizk (Tas, Ts, (cpk1, bpk, ipk, cu™, ¢*))

b* — AUNBUND(guess,st, cu®, co®,c®) if b* =b returnl return0

We show that Game 2 and Game 3 are indistinguishable assuming the DDH
assumption in Go. We give a distinguishing algorithm D5 in Figure 16.
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UNBL'ND(/.Ll,O'l,ml),. ey (uk,ak,mk))

if 3¢ € [k] s.t CLS+.Verify(tier-1, gpk, bpk, ms, pi,05) =0 return L
r$Z%5Vie 1,k

/ /
;o , % vl ATh o Ti1 Ti,2
TiaTi,2, T8 <8 Ly, cpi < (i1 0, pi,29" 2, pi,3cpky bpky” )
r "‘;‘,,3
¢ < (g"3,m; - bpk,"?)

"

" " " * — r Ti,3
Ti1,Ti2, T3 <8 Ly, C — (ci,19""®, ci2bpk,"*)
— . —cski\7
My < 6(91:N1,3N¢,1 )

; "

_ AT ro\T r; +ri —cs T
ci; < (e(g1,4 2t 42)", e(g1, bpk, 2 ’2:“1',3#1',1 kl) )
o < SIG.Sign(cska, (¢, ¢, bpk))

Simulate m; with 7r,, cft,, ms, ¢

O < (W7ﬁi7a7 7['1)

choose random permutation IT,for i = 1,... k: (@;,0:, m;) < (ﬁn(i): TI(iys M)

return ({(ﬁwo—ih ml)}lw {T;,17T;,27 T;,S}k? {Tfil,la T7/ll,27 T;/,S}/m T, U)

D2(D1, D2, D3, Dy)

b<${0,1}, (p,G1,G2,Gr,e,91,92) <« G(17),9 «<8$G1,§ « D,
PPauto1 < ASetup, (p,G1, G2, Gr, €, 91, 92))

PPautos < ASetup,(p, G1, G2, Gr, €, 91, 92)), (Tcrs, Ts) < St,emnizw(17)
PPsig < SIG.Setup(17)

PP < ((p, G1,G2,Gr, €, 91,92), PPautor s PPautozs 9» G Tcrss PPsig)

(ipk, isk) «— CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)

bsk1 <$ Z;’;, bpk1 «— ngkl,bka «— Do, gpk < (pp, ipk, cpk)

(st, (o, 00, m0), (1,01, m1)) — A"NP"NP(choose, gpk, bpk, isk, csk)
if 3d € {0,1} s.t CLS+.Verify(tier-1, gpk, bpk, ma, pa,0q) =0 return 0
v, B S Z5, cp* — (up,19°, Ds, pp 3Dacpky), cf — g7, c5 — mybpk]
co¥ — S2,cm-Nizk (Oers, Ts, (cpk1, bpk, ipk, c,u*, c*))

b* — .AUNBL”\'D(guess7 st,ep®,co®,¢*) if b* =b return 1 return 0

Fig. 16. D, that distinguishes between Game 2 and Game 3

47



If Dy is input a DDH tuple, all inputs to A are distributed identically to in
Game 2. This is because, letting o = log, D3, then Dy = bpky, and therefore
cp* is distributed identically to in Game 2.

If Dy is not input a DDH tuple, all inputs to A are distributed identically
to in Game 3. This is because, 3, D3, D4y are now chosen independently and
randomly.

Simulating the UNBLIND oracle. Other than this all inputs are generated iden-
tically, except for the UNBLIND oracle, which must be simulated as bsks is not
known. This is distributed correctly because: cu;, ¢;, ¢liz, ¢;, are distributed iden-
tically to in CLS+.Blind, CLS+.Convert with randomness 7} ;, 7} 5,7; 3 and
(r{1,772,73), 7 respectively. €7; is computed identically to in CLS+.Convert.
The unblinded pseudonym 7; = e(g1, i 3p; L") = T - ez %2, and so is
distributed correctly. 7; = m; due to the correctness of the ElGamal encryp-
tion scheme. Finally, 7; can be simulated due to the zero knowledge property of
the SPK. Therefore all outputs of UNBLIND are distributed identically to in the
experiment.

Therefore |Pr[Py] — Pr[Ps] < eppm, where eppp is the DDH advantage,
and therefore negligible.

We show that Game 3 and Game 4 are indistinguishable assuming the DDH
assumption in G;. We give a distinguishing algorithm Dj in Figure 17.

If D3 is input a DDH tuple, all inputs to A are distributed identically to
in Game 3. This is because, letting v = log, D3, then Dy = bpk], and so ¢* is
distributed identically to Game 3.

If D3 is not input a DDH tuple, all inputs to A are distributed identically to
in Game 4. This is because ¢}, ¢} are now chosen independently and randomly.

bSk:g

Simulating the UNBLIND oracle. Other than this all inputs are generated iden-
tically, except for the UNBLIND oracle, which must be simulated as bsk; is not
known. This is done identically to in the previous distinguisher Ds.

Therefore |Pr[P3] — Pr[Py] < eppm and therefore |Pr[Py] — Pr[Py]| <
2¢ppH +€sdp; and so |Pr[Py]—1/2| < 2epp +€sdp- Therefore assuming the DDH
assumption and the strong derivation privacy of the cm-NIZK, the advantage
of any polynomial time adversary in the conversion blindness game with the
CLS-CM construction is negligible

D.6 Conversion Unforgeability

Lemma 4. The CLS-CM construction satisfies conversion unforgeability if
the signature scheme is EUF-CMA secure, and the SPK is sound.

We build an adversary A’, that successfully wins the EUF-CMA game for a
digital signature scheme, given A that wins the conversion unforgeability game
for the CLS-CM construction with non-negligible probability e. We give A’ in
Figure 18, and below explain why the simulation input to A given in Figure
18 is identically distributed to the conversion unforgeability experiment for the
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UNBL'ND(/.Ll,O'l,ml),. ey (uk,ak,mk))

if 3¢ € [k] s.t CLS+.Verify(tier-1, gpk, bpk, ms, pi,05) =0 return L
r$Z%5Vie 1,k

/ /
;o , % vl ATh o Ti1 Ti,2
TiaTi,2, T8 <8 Ly, cpi < (i1 0, pi,29" 2, pi,3cpky bpky” )
r "‘;‘,,3
¢ < (g"3,m; - bpk,"?)

"

" " " * — r Ti,3
Ti1,Ti2, T3 <8 Ly, C — (ci,19""®, ci2bpk,"*)
— . —cski\7
My < 6(91:N1,3N¢,1 )

; "

_ AT ro\T r; +ri —cs T
ci; < (e(g1,4 2t 42)", e(g1, bpk, 2 ’2:“1',3#1',1 kl) )
o < SIG.Sign(cska, (¢, ¢, bpk))

Simulate m; with 7r,, cft,, ms, ¢

O < (Ciﬁ’«i7ﬁi’a7 7['1)

choose random permutation IT,for i = 1,... k: (@;,0:, m;) < (ﬁn(i): TGy, MII(s))

return ({(ﬁwa—ih ml)}lm {T;,17T;,27 T;,S}Im {Tfil,la T7/ll,27 T;/,S}/m T, U)

D2(D1, D2, D3, Dy)

b<${0,1}, (p,G1,G2,Gr,e,91,92) <« G(17),g «<$ D1,§ — G4
PPautor < ASetupy (p, G1, G2, Gr, €, g1, g2))

PPautos — ASetup,(p, G1,G2,Gr, €, 91,92)), (Tcrs, Ts) < St em-niz (17)
PPsig < SIG.Setup(17)

PP < ((p, G1,G2,Gr, €, 91,92), PPautor s PPautozs 9» G Tcrss PPsig)

(ipk, isk) «— CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)

bsks «—$ L% bpks «— §°**2 bpk1 < Do, gpk — (pp, ipk, cpk)

(st, (o, 00, m0), (1,01, m1)) — A"NP"NP(choose, gpk, bpk, isk, csk)
if 3d € {0,1} s.t CLS+.Verify(tier-1, gpk, bpk, ma, pa,0q) =0 return 0
cu* <—$(G§7c>1k «— D3, c¥ — myDy

co™ — So.emnizk (Tus, Ts, (cpki, bpk, ipk, cu™, c®))

b* — .AU’\'BL”\'D(guess7 st,ep®, co®,¢*) if b* =b return 1 return 0

Fig.17. D3 that distinguishes between Game 3 and Game 4
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CLS-CM construction, and that A’ successfully breaks the EUF-CMA security
of the digital signature scheme.

CONVERT (cp1, cot,¢1), .. ., (clik, cor, ck ), bpk, bsk)

As normal but instead of o} < SIG.Sign(csks, (¢}, cui’, bpk)) use SIG oracle

SIG
A7 (ppgg; Pksig)

(p7 G17G27GT76791592) <« g(lT)v ppautol <~ Asetupl(pv Gl,GQ,GT,e,gl,QQ),

ppautoQ < Asetup2 (p7 G17 GQ, GT? €, 91, g2)

g 8 Gla ﬁ —$ GQ, Ocrs <— CRSSetup(lT)

PP ((p’ Gl’ GQ’ GT’ €, 91, 92)7 ppautol’ ppaut027 gm@v Ocrs, ppsig)
(ipk,isk) <« CLS+.1IKGen(pp)

csky <$ Z:, cpk1 «— §03k17cpk2 «— pksig, cpk — (cpk, cpks)
gpk < (pp, ipk, cpk)

(2,7, m, bpk) « ACONVERT(

Parse ¢ = (¢f, €0, C, Tub)

gpk, isk)

return (¢g, ¢, bpk),co

Fig. 18. A’ which breaks the EUF-CMA security of a digital signature scheme using
A

(gpk,isk) are computed identically to in the conversion unforgeability game,
except cpky and ppg, are the public key and parameters input to A’ and so
distributed identically. The CONVERT oracle is identical to in the conversion
unforgeability game, except as csko is not known, the signing oracle is used
instead to generate signatures.

Reduction to the EUF-CMA security of the digital signature scheme We assume
A is successful, then CLS+ Verify(tier-2, gpk, bpk, m,Ti,5) = 1. Therefore, ¢7 is
a valid signature on (¢, ¢, bpk). We now need to show that (¢, ¢, bpk) was not
input to SIG. We have that (@, m,-,-, -, bpk) ¢ UBL. If (¢f, ¢, bpk) was input to
SIG, then due to the soundness of the SPK, the same 77, m would have been gen-
erated in the CLS+.Convert oracle and so saved in UBL. This is a contradiction.
Therefore A’ successfully breaks the EUF-CMA of the digital signature scheme
with probability e. Therefore, assuming the EUF-CMA security of the digital sig-
nature scheme, the CLS—CM construction satisfies conversion unforgeability.

D.7 Non-Frameability

Lemma 5. The CLS—CM construction satisfies non-frameability if the auto-
morphic signatures are EUF-CMA secure, and the cm-NIZK is zero knowledge,
and cm-SSE.
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We build an adversary A’, that breaks the EUF-CMA security of the auto-
morphic signature scheme with non-negligible probability, given A that wins the
non-frameability game for the CLS—-CM construction with non-negligible prob-
ability € and makes ¢ queries to the SNDU oracle for distinct users. We give
A’ in Figure 19, and below explain why the simulation input to A given in
Figure 19 is identically distributed to the non-frameability experiment for the
CLS-CM construction, and that A" successfully breaks the EUF-CMA security
of the automorphic signature scheme.

(gpk,isk) are computed identically to in the non—frameability game, except
that pp,y; are the automorphic signature scheme parameters input to A" and
so distributed identically.

Simulating the SNDU oracles: When wid # uid®, the SNDU oracle is identical
to in the non-frameability experiment. When uid = wid*, upk, ;4= is set to apk,
which is distributed identically to in CLS+.Join. usk[uid], upk’ are set to L but
these are not used later.

Simulating the SIGN oracle: In the case of uid # uid*, this is identical to in the
non-frameability experiment. When wid = wid*, u,c are generated identically
to in CLS+.Sign. o can be simulated due to the zero knowledge property of the
cm-NIZK proofs used.

Reduction to EUF-CMA security of automorphic signatures. We assume A is
successful. We now argue that A" successfully breaks the EUF-CMA security of
the automorphic signature scheme.

We assume with probability 1/¢ that A’ guesses correctly and wid = uid*.
First, we need to show that A’ will successfully extract apk, 2, m. co is a valid
cm-NIZK as otherwise ldentify would not be successful. As ldentify(uid*, ¢, cu, co) =
1, then cu is an encryption of upk,,;4+ = apk. Fa cm-nizk Will either extract a valid
witness, which would ensure that AVerify, (2, apk,m) = 1; or Ea cm-nizk Will ex-
tract a statement 2’ and transformation T such that & = Tj(2’), where z is
the statement output, 7' € 7 and 2’ € Q. Therefore a proof must have been
simulated during signing for a statement x’ = (cpky, bpk*, ipk, cp/, ¢’) such that
cp is a re-randomisation of ¢y’ and c¢ is a re-randomisation of ¢’. Therefore cu’
must be an encryption of upk,;q+ and ¢ must be an encryption of m, and so
(uid*, m, bpk) was queried to the SIGN oracle. This is a contradiction given that
A is successful.

In order for A’ to win, (m, §2) must be a valid under apk, which is true as the
extraction was successful. The signing oracle SIGN, ;o is not used, and therefore
A" wins with probability €/q.

Therefore A’ succesfully breaks the EUF-CMA security of the automorphic
signature scheme with probability €/q. Therefore, assuming the EUF-CMA se-
curity of the automorphic signature scheme, the CLS—CM construction satisfies
non-frameability.

o1



SNDU (uid, Mi,)

if uid e CUL return L
if wid ¢ HUL
HUL «— HUL U {uid}, Q — Q + 1, gsk[uid] — L, dec"** — cont
if Q =4k wid® < wid,upkyia < apk return (upk.q, cont)
if wid = wid*
Continue from line 4 of oracle in non-frameability experiment but set upk’ =L

Continue from line 4 of oracle in non-frameability experiment

SIGN (uid, m, bpk)
if wid = wid*

if dec™ # accept return L

« <—$Z;§,u — (g%, 1, upkyiacpk?),c «— (1,m)
0 «— SQ,cm—NIZK(Ucr577-57 (Cpkh bpk, ipk, u, C))
SL « SL v {(uid, m, bpk)}

return (u,o0)

else Identical to non-frameability experiment

A/S|GNauto ((p7 Gl» G?7 GT7 €, g1, 92), PPauto» apk")

Q < 0,k <5[q], PPauto1 ~ PPautor PPautoz — ASetupy(p, G1, G2, G, €, 91, 92)
g <3$G1,G <$Ga, (0crs, Ts, Te) < SE1,cmnizx (17), PPsig < SIG.Setup(17)

PP < ((p, G1,G2,Gr, €, 91, 92), PPaytors PPautog: 95 I Tcrss PPsig)

(ipk, isk) < CLS+.IKGen(pp), (cpk, csk) < CLS+.CKGen(pp)

gpk < (pp, ipk, cpk)

(uid, (¢, cu, co), bpk, bsk) «— ASNDUSIGN (gpk,isk, csk)

if (bpk,bsk) ¢ BK return 0

((-yupk, -+, 2, -,m), -, ) < E2 cm-Nizk (crs, Te, (cpki, bpk, ipk, cu, ¢), co)

if upk = apk return (m,2) else return |

Fig. 19. A’ which breaks the EUF-CMA security of the automorphic signature scheme
using A which breaks the non-frameability of the CLS—CM construction.
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D.8 Traceability

Lemma 6. The CLS—-CM construction satisfies traceability if the automorphic
signatures are EUF-CMA secure, and the cm-NIZK is zero knowledge, and cm-
SSE.

We build an adversary A’, that breaks the EUF-CMA security of the auto-
morphic signature scheme with non-negligible probability, given A that wins the
traceability game for the CLS—-CM construction with non-negligible probability
e. We give A" in Figure 20, and below explain why the simulation input to A
given in Figure 20 is identically distributed to the traceability experiment for the
CLS-CM construction, and that A’ successfully breaks the EUF-CMA security
of the automorphic signature scheme.

ADDU (uid)

Identical to traceability experiment except cred < SIGNayo (upk)

SNDI(uid, M)

Identical to traceability experiment except cred < SIGNayto (upk)

SIGN(uid, m, bpk)

Identical to in traceability experiment

A/SIGNautO ((p7 le G27 GTa €, 91, 92)7 ppauto7 a‘pk)

PPauto1 < Asetupl (p7 Gl? G27 GTv €, 91, 92))7 PPauto2 <~ PPauto
g <8G1,§ «<8Ga, (Ters, Ts, Te) < SE1 emnizk(17), ppgg < SIG.Setup(17)

PP < ((p, G1,G2,Gr, €, 91,92), PPautor> PPautons 95 I Ters; PPsig)

ipk — apk, (cpk, csk) < CLS+.CKGen(pp)

gpk < (pp, ipk, cpk)

((e1,cp1,€01), -ovy (Ciy Clik, O ), bpk, bsk) «— ANDDU.SNDLSIGN (gpk, csk)
if (bpk,bsk) ¢ BC return L

if 3i € [1, k] s.t Vuid € CUL U HUL cm,gcu;fshcu;gsh #* upkuid

return (upk, cred)
else return |

Fig. 20. A’ which breaks the EUF-CMA security of the automorphic signature scheme
using A which breaks the traceability of the CLS—CM construction.

First note that all inputs that A’ provides to A are distributed identically to
in the traceability experiment. This is because SE; cm-nizk outputs a o that is
identical to in CRSSetup, and ipk and pp,., are distributed identically.

53



Simulating the oracles: The ADDU and SNDI oracles are only different to in the
traceability experiment, when cred is generated. As the signing oracle in the
EUF-CMA experiment outputs a valid signature under isk, this is distributed
identically.

The SIGN oracle is identical to in the traceability experiment.

Reduction to EUF-CMA security of automorphic signatures. Assume A is suc-
cessful. We first show that A’ can find i € [1, k] s.t Vuid e CUL u HUL

cpi ety e 3™ # upkyia.
Let L' = |{i € [k] : cui7gcugf5klcu$5k2 = upkyiq and wid € HUL}|

Let C" = |{i € [k] : cui,gcpgfshcp;é’sh = upkyiq and uid € CUL}Y|.

Let {(c@;,¢0:,¢;)} i < CLSH.Convert(gpk, bpk, csk, {(cus, coi, ¢;)}x) and for
all i € [1,k] let (f;, T, m;) = CLS+.Unblind(bsk, (¢z;, €07, ¢;)).

If A’ aborts then k < C' + L'. However if A is successful, then k& > CUL + L,
where L = [{uid € HUL : 3¢ s.t (uid, m;, bpk) € SL}|.

Therefore, either C’ > CUL or L' > L.

If C" > CUL, two signatures both decrypt to the same corrupted user. There-

P 2 —csk —bsk —csk —bsk
fore for some (i, j) € [k]* , cpisop; 1™ ep; 5™ = cpjsop; ™ epy 5™

However as the two signatures are unlinked we have for (1, 35 «<$Z,

—cskq

e(gl,cui,sbpkglcui,l )"e(g1, cpi2g™)

—rbsks

—csky —rbsks

# e(glvcﬂj,?)bpkgzc,uj,l ) (g1, ey 29%) :

Therefore, e(g1, cui,gcu;,gsbcu;fsh)r # e(g1, cuj7gcu;35kzcu;f8kl)r, which is
a contradiction.

If I’ > L, let L” = [{uid € HUL : 3i € [k] s.t cui’gcugfshcu;gsb = upkuyid}|,
as no two signatures will decrypt to the same honest user, due to the above
argument, L' = L”, and so L” > L.

Therefore there exists an honest user uid* and ¢ € [k] such that
cui,g,cu;fshcu;gsb = upky;q%, but (uid, m;, bpk) ¢ SL. Clearly then (cu;, co;, ¢;)
would identify to uid*, because co; is a valid cm-NIZK (otherwise CLS+.Convert
would fail) and decrypts to upk,;qx under csk; and bsko. This is not possible
as we have already proven our CLS-CM construction satisfies non-frameability.
Therefore, A" aborts with negligible probability.

All signatures output by A are valid cm-NIZKs because they do not cause
CLS+.Convert to fail. We have not used S1,cm-nizk to obtain simulations of the
cm-NIZK proofs used, therefore Fy cm-nizk Will extract a valid witness, with 1 —
negl(n) probability. This ensures that AVerify,(cred,ipk,upk) = 1. As upk is
not the public key of any corrupted or honest users, upk was not queried to
SIGN,uto by ADDU or SNDI. Therefore cred is a valid forgery under apk, and A’
is successful.
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E Instantiation of the cm-NIZK

It is shown in Theorem 4.5 in [16] that cm-NIZKS for (R, T) can be instantiated
assuming DLIN holds if (R, T') are CM-friendly which they define fully in Section
C.1.

More formally we define the relation R such that ((cpks, bpky, bpka, ipk, cp, c),
(upk’, upk, cred, Q,gf‘,gf,g;, m)) € Rif and only ife(gr, u1) = e(g%,9), e(g1, o) =
e(g7,9) and e(gy, ) = (g1, upk)e(gs, cpkr)e(gy , bpka); , AVerify, (£2, upk, m) =
1, AVerify, (cred, ipk, upk) = 1 and
e(er, 92) = e(g,93), e(ca, g2) = e(m, g2)e(bpki, g3 ), and e(upk’, g2) = e(g1, upk).

We define the allowable set of transformation 7 = {(renc1,Tenc2;Tenc3) :
Tencls Tenc2; Tenc3 € Zy }, such that for T' = (Tenc1, Tenc2, Tenc3), the transformation
Tinst(cpky, bpk, ipk, p, ¢) = (cpky, bpk, ipk, (p1g"=, pag"=, pscpki™ bpky"),
(197, c2bpk(™)), Toit (upk’, upk, cred, 2,97, g7, 93, m) = (upk’, upk, cred, 2,

a Tenct B Tenc2 Y Tenc3

9991 g1 91725 G2 957, m).
We now show that (R, T) is CM-Friendly which means 6 conditions are

satisfied.

1. Representable statements: any instance and witness of R can be represented
as a set of group elements
Verification keys, messages and signatures of autormorphic signatures are
all group elements and so ipk, upk, cred, {2, m are all group elements. upk’ =
g¥** and so is a group element.
cpky, bpky, bpke, cu = (cpi, cus, cus), ¢ = (c1,¢2) can all clearly be repre-
sented by group elements due to the elgamal encryption used. Represent
encryption randomness a, 8,y with (g%, glﬁ, g3)-

2. Representable transformations: any transformation in T can be represented
as a set of group elements
Represent randomness Tenci, Tenc2; Fencs With (g7, "<, epki™, g1, § e,
bkaenCZ 7enc37

Tenc3 bkaenc3).

3. Provable statements: we can prove the statement (x,w) € R (using the above
representation for x and w) using pairing product equations.
AVerify, (2, upk,m) = 1, and AVerify,(cred, ipk, upk) = 1 can be written as a
conjuction of pairing product equations over upk, m, {2, cred, ipk due to the
properties of automorphic signatures.
All other equations are already in the form of pairing product equations,
using the representation given above.

4. Provable transformations: we can prove the statement “Iips(x) = ' for T €
T7 (using the above representations for x and T) using a pairing product

equation.
Given = = (cpky, bpky,bpks,ipk, (cul,cuz,cm) (01702)) x' = (cpky, bpki,
bpk'é,lpk'/, (CM&,C,U/Q,C,U/%), (Cll,Cé)) (Rla / R27 / /2/7R3a £>,7Rg)7

then Tist(x) = 2’ and T € T iff:
e(g1, cpk1) = e(gi, cpk’),e(bpki, g2) = e(bpk!, g2), e(g1, bpka) = e(g1, bpks),
e(ipk, g2) = e(ipk’, g2) and
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e(ch, g2) = e(bpky, R3)e(cz, g2), e(ch, g2) = e(g, Rz)e(ct, g2), and

e(g1,cus) = e(Ri, cpki)e(Ra, bpk)e(g1, cps), (g1, cpy) = e(Ri, §)e(gi, cp),
e(g1,cuy) = e(Ra, §)e(g1, cuz).

. Transformable statements: for any T € T , there is a valid transformation

s(T) that takes the statement “(x,w) € R” (phrased using pairing products
as above) and produces the statement “(Tinst(x), Twir(w)) € R.

We transform the pairing product equations for an instance (cpky, bpks, bpka,

ipk, (cp1, cua, cus), (c1,¢2)) into mauled equations for an instance

(cpky, bpky , bpks, ipk, (cmga', cpag” c,ugcpkf‘/bpkgl), (0197/7 @bpk?l)) as fol-

lows:

First of all we re-randomise cp.

— Add(eqq :=e(g1,6” ) (91 ,Q) 1)
Add(eqs —6(91,95) (9 .g)=1)

Add(eqs : elg1, cphf bpky )~ e(gf’, wh)e (g7, bpha) = 1)
1) to create equation eq,.

— MergeEq(eqr, e(g1, cp1) ~e(gf, §) =
MergeEq(eqs, e(g1, cuz)te(gh,§) = 1) to create equation eqs.
MergeEq(eqgs, e(g1, cuz) te(gs, cpki)e (gl,bpkg) (g91,upk) = 1) to create

equation eqg.
— MergeVar(cur, §% , ¢fir, {g1}), will create equation
e(g1, e g™ e (g1, ¢fn) ™t =1.
MergeEq(e (gl,culg Ne(gr,cit1)™' = 1,eq,) to create equation eqs.
MergeVar(cug, 7 ciia, {gl}), will create equation

e(g1,cp29” , )e(gr, ci2) ™ = 1.
MergeEq(e (gl,cuggﬁ )e (gl,cﬂz)* = 1l,eq; ) to create equation eqg.

MergeVar(c,ug, cpka bpk:2 ,Cl3, {gl}) will create equation
e(gr, crscpks bpky e (91,cu3) =1
MergeEq(e (gl,cugcpka bpk ) (g1,cf13)™! = 1l,eqq) to create equation

€dg-
— MergeVar(g1 L 9%, 9%, {9, cpk1}), will create equations

e(g7 g7, 9) ! (917 g) =1and

e(g9 g5, cpky) e(g? k1) = 1.

MergeEq(e(gf' gi‘,g) e(9,9) = Lear ).
MergeVar(gf,, gf, g1, {G,bpka}), will create equations

e(g 97.9) "e(g).§) = 1 and
e(gy gt brka) e(g) bpks) = 1.
MergeEq(e(g) g7, 9)"e(g),§) = Leqs ).

MergeEq(e(gf g, cpk1) ~te(gf, cpk1) = Lee(gy g, boka)~le(gy, bpks) =
1) to create equation eqy .

MergeEq(eqq, eqyq ).
Remove obsolete equations and variables with RemoveEq and RemoveVar.

We now re-randomise c.
— Add(equ1 :=e(g7, 92) "'e(g.93 ) = 1)
Add(eqi2 := e(bpk] , g2) " te(bpki, g3 ) = 1)
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— MergeEq(eqi1,e(c1,92) te(g,g9) = 1) to create equation eqy ;.
MergeEq(eqi2, e(cz,g2) te(bpki, gg)e(m,g2) = 1 ) to create equation

€diy4- ,
— MergeVar(cy, g7, ¢1, {92}

e(erg”, g2)e(ér g2) ' =
MergeEq(e(c1g” ,gg)e(c],gg)*l =1, eq;5 ) to create eq;.
MergeVar(ca, bpk] , é2,{g2}), will create equation

e(cabpky , g2)e(ca,g2)™t = 1.

MergeEq(e(c2bpk] ,92)e(é2,92) 7! = l,eqy,) to create eqqq.

will create equation

);
1.

— MergeVar(gg, g;/, g5, {bpk1,g}), will create equations
e(g,9393 ) 'elg.93) = 1 and
e(bpki, 9595 )~ e(bpki, g3) = 1.

MergeEq(e(g, 9395 ) "le(g,93) = 1, edys ).

MergeEq(e(bpki, 9393 )~ e(bpki, g;) = Ledyq ).
Finally remove obsolete equations and variables with RemoveEq and Remove-
Var.
(6) Transformable transformations: for any T,T' € T there is a valid trans-
formation t(T') that takes the statement “Tinsi(2’) = x for T € T” (phrased
using pairing products as above) and produces the statement “T), . oTinst(z') =
T, s:(x) for T"oT € T” and that preserves the variables in x’ (does not per-
form RemoveVar on variables in x').
We transform the pairing product equations defined in (4) for proving knowl-
edge of a transformation from instance (cpky, bpk,ipk, cy/, ') to
(cpkq, bpk,ipk, cu, ), into mauled equations for proving knowledge of a trans-
formation from instance (cpky, bpk, ipk, ey, ¢)to
(cpky, bpk, ipk, (culgo‘,cuggﬁ,c,ugbpkgcpkf‘), (197, cobpk])) we can use the
same strategy (and the same constant equations) as for transforming state-
ments.

— MergeVar(ci, g7, ¢1,{ga}), will create equation e(c197, g2)e(¢é1,g2) "t = 1.
MergeEq(e(c1, g2)"e(g, Rs)e(c), g2), e(cig™, g2)e(cr, g2) ™" = 1).
MergeVar(R3, g5, R3, {g, bpk:1}), will create equations
e(g, Rsg3) 'e(g, Rs) = 1 and
e(bpky, Rsgg) " te(bpky, R3) = 1. )
MergeEq(e(c1, g2)~'e(g, Ra)e(g. g3 )e(ct, g2), e(g, R3g3)~'e(g, Rs) = 1).
MergeVar(ca, bpky, ¢2, {g2}), will create equation
e(cabpk], g2)e(éa, g2) ™t = 1.

M)ergeEQ(e(C%92)_16(bpk1a Ry)e(ch,g2) = 1, e(cabpky, ga)e(cz, g2) ™" =
1).

MergeEq(e(c2, g2) " e(bpki, Rsgs )e(ch, g2) = 1, e(bpki, R3g3) ™"
6(bp/€17R3) =1 )

— MergeVar(cu1, %, cii1, {g1}), will create equation
e(g1, cu1g®)e(gr, cin) ' = 1.

M)ergeEQ(e(gl»C,Ul)_le(Rlag)e(gh cpy) = 1, e(g1, cu1g®)e(g, cjin) ™
1).

1
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MergeVar(Ry, g7, R, {9, cpk1}), will create equations
e(Rig?,9)""e(R1,9) = 1 and
e(R1gf, cpki)~te(Ry, cpky) = 1.
MergeEq(e(g1, ciin) " e(Ry, §)e(g, §)e(gr, cph) = 1, e(Rigy, §) !
€(R17§) = 1).
MergeVar(cpz, §°, cfia, {g1}), will create equation
e(g1, cuag®)e(gr, ciz) ™t = 1.
M)ergeECI(@(gl,Cﬂ2)71€(R2,§)6(91,C,ulz) = 1, e(g1, cuag®e(gn, crn) ! =
1).
MergeVar (R, g/f . Ry, {g, bpka}), will create equations
e(Rng,g)*le(Rz,g) =1 and
e(Rzgf,bpb)*le(ég,bpkg) =1.
MergeEQ(e(Ql»092)_16(132,@)6(916,ﬁ)e(ghCM'z) =1,
e(Ragl,§) " e(Rs, §) = 1).
MergeVar(cus, cpk?bpkg ,ciiz, {g1}), will create equation
e(gl,cugcpk‘f‘bpkg)e(gl,cﬂg)_l =1.
MergeEq(e(g1, cus)~te(R1, cpki)e(Ra, bpka)e(g1, cpy) = 1,
e(g1, cpacpkfbpky e(gr, cii) ™t = 1).
MergeEq(e(g1, ciiz) " te(Ry, cpkl)e(gi’, cpky)e(Ra, bpkg)e(glﬁ, bpks)
e(g1,cus) = 1, e(Rigy, cpk1)~'e(Ry, cpky) = 1).
I\/IergeEq(e(gl,cﬂg)A_le(Rl,cpkl)e(Rg,bpkg)e(glﬁ,bpkg)e(gl,cug) =1,
e(Rag?  bpks)Le(Ra, bpks) = 1 ).
Finally remove obsolete equations and variables with RemoveEq and Remove-
Var, (¢, ¢') will be unaffected by RemoveVar.
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