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Nov Dec Jan

■ Use Case Infectious 
Diseases

■ Unsupervised ML

■ Lecture Kickoff

■ Actors in Healthcare

■ Digital Health Data

■ Machine Learning (ML) 
Foundations

■ Use Case Oncology

■ Biology Recap

ML

Feb

Q & A

■ Natural Language 
Processing

■ Use Case Nephrology 
& Intensive Care

■ Supervised ML & 
Deep Learning

ML



■ Terms you should know

■ Overview about Digital Health Data

□ Sources of Data

□ Data Characteristics

□ Data management

□ Challenges
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Symbols Meaning Relationships

Zins, Chaim. "Conceptual approaches for defining data, information, and knowledge." Journal of the American society for information science and 
technology 58.4 (2007): 479-493.



■ 01000100 01001001 01000001 01000010 01001100 01001111

■ DIABLO := Interpret(01000…01111)

■ DIABLO is a gene on Chr. 12 associated with cancer progression 
known from a publication

Terms You Should Know
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■ Data := Information symbolized as material-energetic pattern, a.k.a. message

■ Information := Something knowable, i.e. something we could know

□ Perceiving := Perceived information from someone else

□ Interpretation := Received information

□ Processing := Derived information

□ Forgottenness := Lost information

■ Knowledge := Stored experience

Terms You Should Know
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Sources of Digital Health Data
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Sources of Digital Health Data:
Laboratories as Data Generators
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Sources of Digital Health Data:
Surgery Room 1.0: No Data
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Sources of Digital Health Data:
Surgery Room 2.0: Built upon Data
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https://vimeo.com/143245835



■ Builds on a 2016 
initiative

■ Agreement on how to 
improve use of 
(research) data

■ Current focus on 
findability an 
accessibility, e.g. data 
obtained in research 
consortia

Bear in mind:
FAIR principles
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■ Historic, decentralized development

■ Challenge: specific systems per data source and use case

■ Data exchange: unidirectional or via message broker

Sources of Digital Health Data: 
Hospital Information Systems
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■ New dimension: Patient-Reported Outcomes (PROs)

■ Pros:

□ Enables continues monitoring of high-risk patients

□ Documentation of personal events, feelings, situations

□ Patient diary to recall special situations

□ Integrates personal feedback of individual patients

■ Cons:

□ Quality and source of data

□ Need to react

□ How to ensure reaction in time?

Sources of Digital Health Data: 
Patients: Self-reported Outcomes
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http://www.rethinkingclinicaltrials.org/cores-and-working-groups/patient-reported-outcomes-2/



□ Accelerometer / motion sensor + 
three-axis gyroscope

□ GPS + compass

□ Proximity + ambient light

□ Barometer + ambient temperature

□ Touch sensor + Touch ID

□ Cameras + Face ID

□ Microphone

□ Radio / WiFi + NFC

□ Moisture (analogue inside device)

□ + On-site computing infrastructure

Sources of Digital Health Data:
Phone := Sensors + Computational Unit
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■ Task: Add examples for digital health data of the corresponding category 

Interactive Sessions
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Structured Unstructured Semi-structured



■ Structured: well-organized, stored in relational databases, allows effective analysis

■ Unstructured: no common data model, not directly machine-readable

■ Semi-structured: unstructured, some tools may support analysis

Categories of Digital Health Data
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■ Standardized, consistent input

■ Machine processable

■ Examples of structured data:

□ Data points

□ Longitudinal data

□ Laboratory values

□ Sensor data

□ Genomic data

Categories of Digital Health Data:
Structured Data
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Structured

https://www.cardiacdirect.com/how-to-read-a-patient-monitor/



■ Data acquired by medical equipment in equidistant time

■ Examples

□ Patient bedside monitoring

□ Electrocardiogram (ECG) monitors, pulse oximetry, blood pressure

□ Wearables, e.g. blood pressure, accelerator

Categories of Digital Health Data:
Sensor Data
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Structured



■ Data points := Acquired once or multiple times in (non-)equidistant times

■ Provides a single point in time impression 

■ Examples: Lab results

■ Pro: Can provide just-in-time insights

■ Con: Does not provide holistic view

Categories of Digital Health Data:
Data Points
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■ Longitudinal data := Multiple measurements 
over (equidistant) time spans

■ Examples:

□ Lab values 

□ Clinical studies

□ Observational studies

■ Pro: Can provide a more holistic view on 
changes of data over time

■ Con: More time and effort required

Categories of Digital Health Data:
Longitudinal Data
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Categories of Digital Health Data:
Order for Laboratory Tests (German Muster 10A)
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■ List of medical 
attributes and their 
“normal” thresholds

■ Exceeded values are 
highlighted

■ Standardized encoding 
using Logical 
Observation Identifiers 
Names and Codes 
(LOINC)

■ LOINC was initiated 
1994 in the U.S.

Categories of Digital Health Data:
Laboratory Results
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■ Approx. 50 documents per in-patient stay

■ 60-80% is textual, generated from humans for humans

■ Example from literature:

□ 350-bed institution with an avg. seven day Length of Stay (LOS) 

□ Approx. 1,600 of text documents daily 

□ Textual output comparable to a daily newspaper 

Categories of Digital Health Data:
Unstructured Data
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Schmücker P, 2012: Dokumentenaufkommen und eArchivierung in Krankenhäusern - Entwicklung und Stand heute.

Unstructured



■ Unstructured data, i.e. not directly machine-readable / -processable

■ Examples:

□ Discharge letters

□ Doctor letters

□ Clinical reports, e.g. pathology or radiology

□ Medical literature

Categories of Digital Health Data:
Text Documents
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Unstructured



Categories of Digital Health Data:
Discharge Letters
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Categories of Digital Health Data:
Pathology Reports
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■ Creates huge amounts of unstructured data in short period of time

■ Equipped with structured meta data

■ Requires post-processing and interpretation

Categories of Digital Health Data:
Imaging Data
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■ Mixture of unstructured data, but partially structured

■ Examples:

□ Structured form, but with free-text fields

□ Documents with a fixed outline, but free-text paragraphs

□ Imaging data combined with detailed meta data, e.g. DICOM

Categories of Digital Health Data:
Semi-structured
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Categories of Digital Health Data:
Paper-based Prescriptions
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Categories of Digital Health Data:
Encyclopedias, Forums, Social Media
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■ Data Management := Methods, concepts, organizational and technical procedures to 
handle data in such a way that it supports daily business processes

Traditionally individual systems for

■ Online Transaction Processing (OLTP)

□ Regular business operations, requires interactive user behavior

□ Workload: write and read

■ Online Analytical Processing (OLAP)

□ Dedicated data models for real-time data analysis to support business decisions

□ Workload: mainly read

Data Management
Transactional vs. Analytical Workload
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■ Data Analytics: “…techniques used to analyze and acquire intelligence
from big data [1]”, e.g.

□ Use of MS Excel to perform descriptive analytics 

□ Use Business Intelligence tools to generate graphical reports

■ Data Mining:

□ “…discovery of interesting, unexpected or valuable structures in large datasets [2]”

□ “…turns a large collection of data into knowledge [3]”

□ Explorative analysis of available data sets, e.g.

– Apply deep learning to discover hidden patterns in clinical notes

– Use of support vector machines to forecast clinical outcomes

Data Analytics and Data Mining
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[3] Han, Jiawei, Jian Pei, and Micheline Kamber. Data mining: concepts and techniques. Elsevier, 2011.



Data Management
Process Perspective
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Data Management for Digital Health
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Extract,
Transform, and 

Load
Processing

Mathematical 
Modeling Interpretation



Data Management
Acquisition
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Acquisition and 
Recording

Extract,
Transform, and 

Load
Processing

Mathematical 
Modeling Interpretation

■ Identify necessary data sources

■ Set-up measurement devices

■ Examples: Select data sources, setup sensors/wearables, record data, etc. 



Data Management
Extract, Transform, Load
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Acquisition and 
Recording Processing

Mathematical 
Modeling Interpretation

■ Extract data from identify data sources

■ Transform data format if required

■ Load data into data processing system

■ Examples: Extract from clinical system, harmonize formats, insert into research db

Extract,
Transform, and 

Load



Data Management
Processing
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Acquisition and 
Recording Processing

Mathematical 
Modeling Interpretation

■ Perform data (pre-)processing prior to modeling

■ Examples: Variant calling on genome data, extract features from a biological signal

Extract,
Transform, and 

Load



Data Management
Modeling
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Acquisition and 
Recording Processing

Mathematical 
Modeling Interpretation

■ Employ mathematical tools to make predictions and detect patterns

■ Examples: Predict patient outcomes on historic data, detecting anomalies in images

Extract,
Transform, and 

Load



Data Management
Interpretation
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Acquisition and 
Recording Processing

Mathematical 
Modeling Interpretation

■ Make sense of processing results, interpret results in the medical context

■ Examples: Interpret results with subject-matter expert, try to identify causalities

Extract,
Transform, and 

Load



Challenges?
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Challenges of Digital Health Data
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ChallengesPrivacy Concerns

Governance Issues

Technical Issues

Lack of Expertise

ApplicationsDrug Discovery Genomics

Disease ManagementPrecision Medicine

DimensionsVeracity

Velocity

Volume

Variety

DIGITAL
HEALTH DATA



Challenges of Digital Health Data
Privacy Concerns
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■ Data privacy and trust are the foundation for patient–doctor relationships

■ Disclosure of sensitive data may lead to social stigma and discrimination

■ Data used for research requires explicit patient consent

■ Legal regulations:

□ General Data Protection Regulation (GDPR)

□ Health Insurance Portability and Accountability Act (HIPAA)

□ The Personal Information Protection and Electronic Documents Act (PIPEDA)

Challenges of Digital Health Data
Privacy Concerns
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Appari, Ajit, and M. Eric Johnson. "Information security and privacy in healthcare: current state of research." International journal of Internet and enterprise management 6.4 (2010): 279-314.

https://www.aerzteblatt.de/nachrichten/110997/Telemedizin-
Kraeftiger-Schub-fuer-Videosprechstunden



■ Chap. I (Art. 01 – 04) General provisions

■ Chap. II (Art. 05 – 11) Principles

■ Chap. III (Art. 12 – 23) Rights of the data subject

■ Chap. IV (Art. 24 – 43) Controller and processor

■ Chap. V (Art. 44 – 50) Transfer of personal data

EU General Data Protection Regulation
Structure (effective since 2018)
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■ Chap. VI (Art. 51 – 59) Independent supervisory authorities

■ Chap. VII (Art. 60 – 76) Cooperation and consistency

■ Chap. VIII (Art. 77 – 84) Remedies, liability and penalties

■ Chap. IX (Art. 85 – 91) Provisions relating to specific processing situations

■ Chap. X (Art. 92 – 93) Delegated acts and implementing acts

■ Chap. XI (Art. 94 – 99) Final provisions

EU General Data Protection Regulation
Structure
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■ Art. 05: Processing of identifiable patient data

■ Art. 30: Responsibilities 

■ Art. 32: Protection regulations

■ Art. 33: Reporting of security leaks to official authorities (typically 72hrs)

■ Art. 34: Reporting of security leaks to individuals

■ Art. 35: Risk assessment

EU General Data Protection Regulation
Examples
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■ Raise awareness for data protection measures

■ Always assess the legal basis for accessing data

■ Check specifically for personal data of children

■ Implement privacy-by-design and privacy-by-default settings

■ Evaluate existing contracts

■ Implement and document data protection measures if not already present

■ Organize reporting structures and test them

■ Implement information duties and rights of data subjects

■ Start and continue to document

Data Protection Tips for your Digital Health projects
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Challenges of Digital Health Data
Technical Issues
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■ Sheer size of data, e.g. *omics and sensor data

■ Processing of large datasets requires high-
performance computing

■ Interoperability issues, e.g. technical and semantic

■ Specific data schemas and required transformations

■ Lack of complete data sets

■ Reproducibility

Challenges of Digital Health Data
Technical Issues
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■ “A massive volume of both structured and unstructured 
data that is so large that it's difficult to process using
traditional database and software techniques [1]”

■ “Defined by volume, [..] as datasets with log(𝑛 ∗ 𝑝) ≥ 7 [2]”

■ Volume: sheer quantity of data, too hard to process

■ Velocity: fast acquisition, real-time processing demand

■ Variety: heterogeneous formats and sources

■ Veracity: relevance and quality of acquired data

Challenges of Digital Health Data
The 4 V‘s of Big Data
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[1] The Big Data Long Tail. Blog post by Jason Bloomberg on Jan 17, 2013. http://www.devx.com/blog/the-big-data-long-tail.html
[2] Baro, Emilie, et al. "Toward a literature-driven definition of big data in healthcare." BioMed research international 2015 (2015).
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Challenges of Digital Health Data
Governance Issues

Data Management for 
Digital Health, Winter 
2023

Categories of Data in 
Digital Health

55
Mehta, Nishita, and Anil Pandit. "Concurrence of big data analytics and healthcare: A systematic review." International journal of medical 
informatics 114 (2018): 57-65.

ChallengesPrivacy Concerns

Governance Issues

Technical Issues

Lack of Expertise

ApplicationsDrug discovery Genomics

Disease ManagementPrecision Medicine

DimensionsVeracity

Velocity

Volume

Variety

DIGITAL
HEALTH DATA



■ How to find relevant data? à Meta data catalogues (FAIR)

■ Responsibility, e.g. data stored in inter- or intra-institutional silos (FAIR)

■ Integration between health care actors / adoption of data standards and 
ontologies in practice à National data governance initiatives (FAIR)

■ Healthcare data is mainly of administrative nature, but retrospective 
analysis with existing data can support research à Re-use (FAIR)

Challenges of Digital Health Data
Governance Issues
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Challenges of Digital Health Data
Lack of Expertise
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Consider       it          done!



■ Data, information, knowledge

■ Data characteristics

■ Structured, semi-structured, unstructured data

■ Challenges in data handling

■ Privacy and sensitivity

■ Big data 

What to Take Home?
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