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Nov Dec Jan

■ Use Case Infectious 
Diseases

■ Unsupervised ML

■ Lecture Kickoff

■ Actors in Healthcare

■ Digital Health Data

Final Exam
Feb 13, 2024

11:00am,
Lecture Hall HS1

■ Machine Learning (ML) 
Foundations

■ Use Case Oncology

■ Biology Recap

ML

Feb

Q & A

■ Natural Language 
Processing

■ Use Case Nephrology 
& Intensive Care

■ Supervised ML & 
Deep Learning

ML
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■ Definitions: EMR, EHR, PHR, …

■ Sources of digital health data

□ Hospitals

□ Practices

□ Insurance companies

■ Interoperability

■ Use of personal health information

Agenda

Data Management for 
Digital Health, Winter 
2023

Digital Health Data 
Exchange

6

Ph
ot

o 
by

N
at

io
na

l C
an

ce
r I

ns
ti

tu
te



Terms you should know
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■ Electronic Medical Record (EMR) := 
Enabling technology, “just” electronic form 
of traditional (clinical) medical records

■ Examples: medical history, diagnoses, 
medications, immunization dates, allergies

■ Pro: Allows easy assessment of 
longitudinal data in digital form

■ Cons:

□ Often limited to a single practice,

□ No process optimization,

□ No focus on compatibility & exchange 
with other systems

Electronic Medical Record

Data Management for 
Digital Health, Winter 
2023

Digital Health Data 
Exchange

8

https://www.theverge.com/2013/1/28/3925734/is-nightingale-the-future-of-user-friendly-
medical-records

EMR



■ Electronic Health Record (EHR) := Digital record of health 
information, typically combining data from multiple sources

■ Focuses on the overall health of a patient to optimize 
healthcare processes

■ Pros: 

□ Broader view of care including overall past medical 
history, EMR data, lab data, imaging reports

□ Facilitates data sharing outside the practice with other 
health care providers such as laboratories and specialists

■ Cons:

□ Guaranteed access to data

□ Compatibility between individual EHRs

Electronic Health Record
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■ Personal Health Record (PHR) := Collection of health information, typically maintained 
by the user and not necessary a medical professional

■ Examples:

□ Microsoft HealthVault (discontinued since 2019)

□ Google Health (discontinued 2011)

■ PHR is dead

Personal Health Record
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■ Each actor has an individual view on or data 
of the citizens resp.

■ Actors need to exchange specific data with 
each others via secured methods

■ Risk: Data might get scattered across silos 
of individual actors

■ Legal regulations for data exchange and 
data use are required

■ Bear in mind: Specific regulations for each 
side of the medal

Recap:
Healthcare System and Healthcare Data
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Sources of Digital Health Data:
Hospitals
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Hospital Enterprise Functions
Tasks of a Hospital?

Data Management for 
Digital Health, Winter 
2023

Digital Health Data 
Exchange

13

Hint: There is much 
more than just patient 
care…

Photo by National Cancer Institute



Hospital Enterprise Functions
What does a Hospital do?
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Patient Care

Research and Education

Supply 
Management, 

Scheduling 
and Resource 
Management Hospital Administration

Hospital Management

Winter, A. et al. (2010). Health information systems. In Health Information Systems (pp. 33-42). Springer, London.
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Entity type Description

Patient
Subject of care; information about a patient includes the patient 
identification number (PIN)

Case
Hospital stay from patient admission to patient discharge or 
several ambulatory treatments related to one disease; information 
about a case includes the case identification number (CIN)

Order
Request for a diagnostic, therapeutic or drug service, e.g. a 
laboratory order or a radiological order

               Diagnosis Identified cause or nature of a disease or medical condition

Icons made by Nhor Phai from www.flaticon.com

Typical entity 
types represent-
ing certain object 
classes and data 
related to the 
patient and his or 
her histories.

Hospital Enterprise Functions:
Patient Care
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Entity type Description

Appointment Determines what persons have to be at a specific time/place. 

Bed Must be managed according to its occupation. 

Health care
professional 

Treats patients according to his or her specialization (e. g. 
nephrology or pediatrics) with certain diagnoses.

Drug 
Substance administered to a patient for treatment, diagnosis 
or prevention 

A hospital must 
guarantee that all 
resources needed 
for patient care 
are available 
continuously.

Icons made by Nhor Phai from www.flaticon.com

Hospital Enterprise Functions:
Resource Management
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Entity type Description

Patient record archive Central location for patient records.

Classification 
Consists of a set of classes summarizing concepts 
not to be distinguished during analysis.

Classification of diagnoses
For example: International Classification of 
Diseases (ICD).

Cost unit 
Details about entity responsible for 
reimbursement of costs.

In addition to 
information about 
resources, hospital 
administration 
needs access to 
the following 
entity types.

Icons made by Nhor Phai from www.flaticon.com

Hospital Enterprise Functions:
Administration
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Hospital 
Information 

Systems (HIS)

Patient 
Management 

Systems (PMS)

Clinical 
Information 

Systems (CIS)

Clinical Decision 
Support 
Systems 
(CDSS)

Medical 
Documentation 
Systems (MDS)

Patient Data 
Management 

Systems 
(PDMS)

Laboratory 
Information 
Management 

System (LIMS)

Hospital Information Systems (Excerpt):
A Hierarchy of IT Systems



■ Hospital Information Systems (HIS) :=
Describes all major IT systems within a 
hospital

■ Clinical Information Systems (CIS) :=
Stores and manages data for patient care

■ Clinical Decision Support Systems (CDSS) :=
Supports medical experts on therapy 
decisions

Hospital Information Systems:
Definitions
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■ Aim: Patient admission, discharge, billing

■ Access to latest, complete, and correct administrative patient data

■ Application components must be able to transmit relevant administrative patient data
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■ Aim:  Supports medical 
documentation (time- and 
process-optimization)

■ Provides functions like speech-
to-text, reuse of already 
documented data

■ Coding of diagnoses and 
procedures, must provide an 
easy search system

■ Today: documentation is 
consider a liability aspect, only

Hospital Information Systems:
Medical Documentation System (MDS)
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■ Aim: Monitors, stores, and clearly 
presents a vast amount of patient-
related clinical data on Intensive Care 
Units (ICU)

■ Support real-time analyses

■ Provides methods for patient discharge 
and transfer to other wards or 
institutions, e.g. a short summary of the 
therapy on the ICU
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Patient Data Management System (PDMS)



Hospital Information Systems:
Clinical Decision Support Systems (CDSS)

■ Aim: Assist clinical professionals in data 
interpretation and decision-making

■ Monitor patients and issue real-time alerts

■ Make diagnostics suggestions

■ Provide limited therapeutic advice

■ Provide information on medication 
alternatives or interactions

■ Drug safety and adverse events prevention
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Hospital Information Systems:
Laboratory Information Management System (LIMS)

■ Aim: Support the processes and data management in labs

■ Focus: Specific patient sample / order

■ Track individual samples across the complete lab process

■ Support reproducibility and quality management

■ Assemble results to support report preparation

■ Many special-purpose solutions
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Hospital Information Systems:
Reference Software Architecture
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Hospital Information Systems:
Reference Software Architecture (cont’d)
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Hospital Information Systems:
Reference Software Architecture (cont’d)
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Hospital Information Systems:
Reference Software Architecture (cont’d)
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Hospital Information Systems:
Reference Software Architecture (cont’d)
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Sources of Digital Health Data:
Practices and Health Insurances
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■ Aim: Integrate with existing practice information systems seamlessly

■ Comes as bundle: hardware + software

■ Interface: Provides virtual printer + wifi connectivity via access point

■ Data is stored on the smartphone of the user

How to connect to Practice Information Systems:
Example: LifeTime App
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gematik‘s Telematics Infrastructure:
German Communication Backbone b/w Healthcare Actors
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■ How to guarantee interoperability with 
existing/future solutions?

■ Interop Council for Digital Health in 
Germany est. 2021

gematik‘s Telematics Infrastructure:
German Communication Backbone b/w Healthcare Actors
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German Electronic Health Insurance Card /
Elektronische Gesundheitskarte (eGK)
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■ Mandatory for public health insurance

■ Key component for data exchange in German 
healthcare system

■ Stores personal (health) information, e.g. photo, 
name, birthdate, address, insurance number, 
etc. (see back of your card for stored details)

■ (Future) applications: emergency details,
electronic medication plan, e-prescription, etc.

German Electronic Health Insurance Card /
Elektronische Gesundheitskarte (eGK) (cont’d)
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■ Mandatory for public health insurance

■ Key component for data exchange in German 
healthcare system

■ Stores personal (health) information, e.g. photo, 
name, birthdate, address, insurance number, 
etc. (see back of your card for stored details)

■ (Future) applications: emergency details,
electronic medication plan, e-prescription, etc.

German Electronic Health Insurance Card /
Elektronische Gesundheitskarte (eGK) (cont’d)
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Source: Barmer

What is special about the German health insurance number?
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■ German equivalent to EHR

■ Were provided by health insurance companies due to missing working alternatives

■ Discontinued 2022 due to public availability of gematik’s solution

German Electronic Health Card:
German Patient Apps
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■ Germany 2023: Health 
insurances have to provide 
access to gematik’s ePA.

■ Lookup your health insurance 
and its corresponding app for 
accessing your ePA at: 
https://www.gematik.de/anwen
dungen/e-patientenakte/epa-
app

■ Download app, register app with 
your health insurance card, 
access your ePA (even after 
switching insurances).

German Electronic Patient Record:
Elektronische Patientenakte (ePA)
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■ Interoperable document exchange platform for patients 
based on HL7 (Clinical Document Architecture)

■ Data added by physicians and healthcare providers

■ Managed by patients

■ Currently supports: medication, discharge letters, 
laboratory and radiology findings and medication data, 
rollout should be finished by end of 2022

■ e-card serves as access key for citizens

■ Opt-out service (3.4%),  all other Austrians granted 
access by default

■ All Austrian doctors and hospitals have to use ELGA

Austrian Electronic Health Record / 
Elektronische Gesundheitsakte (ELGA)
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Sources of Digital Health Data:
Consumer Market Apps, Non-Medical Devices and Tests
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Alphabet in Healthcare
Google Health
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■ “Study watch” as interventional medical device 

■ Purpose: Sensor / data collection

Alphabet in Healthcare
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in Healthcare
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in Healthcare
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■ Technology provider (hard- and software)

■ Direct user access

■ Provides software development kits

in Patient Studies
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■ Number of (active) product users defines market value of company

■ Companies try to establish a barrier platform between
individual actors of the market, e.g., citizens and providers

■ Platform operators acquire fine-grained data per user

■ Use platform to control flow of communication and data
to derive insights

■ Enables data-driven market segmentation

■ Provide segment-specific targeted therapy offers

What is the Pattern?
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Exchange of Digital Health Data
Standards
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■ Recap FAIR principles := Findable, Accessible, Interoperable, Reusable

■ Interoperability := Ability of software/hardware components to exchange data with 
other components (in particular of other vendors) seamlessly, i.e. w/o manual human 
interaction

Interoperability
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Organizational
• Use of digital 
documentation

• No printouts

Technical
• Encrypted e-mails 
for messages only

• Use of central 
messaging service

Syntactic
• XML
• PDF
• JSON

Semantic
• SNOMED CT
• ICD-10
• LOINC



■ Recap FAIR principles := Findable, Accessible, Interoperable, Reusable

■ Interoperability := Ability of software/hardware components to exchange data with 
other components (in particular of other vendors) seamlessly, i.e. w/o manual human 
interaction

□ Organizational := Define processes/procedures/regulations for data exchange, e.g. 
all medical documentation digital only

□ Technical := Select technologies to exchange data between A and B, e.g. e-mail

□ Syntactic := Use of compatible structures as formats for data, e.g. XML

□ Semantic := Share a compatible concepts/meanings/interpretations of data, e.g. 
terminologies, ontologies

Interoperability (cont’d)
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■ Health Level 7 (HL7)

□ Clinical Document Architecture (CDA)

□ Fast Healthcare Interoperable Resources (FHIR)

■ Digital Imaging and Communications in Medicine (DICOM)

■ ISO/IEEE 11073

■ Integrating the Healthcare Enterprise (IHE)
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Interoperability: 
Standards for Data Exchange



■ Describes message and event types exchanged between application components

■ Event-driven communication

■ Example messages:

□ Admission Discharge Transfer (ADT)

□ Order entry message (ORM)
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Message

Event

Acknowledgement

Interoperability: 
Health Level 7



■ HL7 defines approx. 60 Admit, Discharge, Transfer (ADT) message types
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Health Level 7 (cont’d)



■ Classification := Arrangement of facts, terms, conditions according to a established 
criteria or concept to form a group or category.

□ International Classification of Diseases (ICD)

□ Anatomical Therapeutic Chemical (ATC)

■ Terminology := Set of terms for a particular field not necessary arranged in groups

□ SNOMED CT: medical observations, findings, etc.

□ Unified Medical Language System (UMLS): maps vocabularies and terms of 
terminologies.

■ Coding System := Unified definition of criteria and valid ranges

□ Unified Code for Units of Measure (UCUM): focus medicine and pharmacy

□ Logical Observation Identifiers Names and Codes (LOINC): encoding of sample 
details, procedures, lab results 

Interoperability: 
Classifications, Terminologies, Coding Systems
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Your task: Enable to 
digigal exchange of 
details about the 
biological sex of 
patients.

Interoperability:
Example: Patient’s Sex
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Patient‘s 
sex

“M” Male

“W” Female

Patient‘s 
sex

“0” Male

“1” Female

Null Not filled

Patient‘s 
sex

“M” Male

“F” Female

“U” Unknown

X

X

Practice B

Hospital A

Insurance C
X

Interoperability:
Example: Patient’s Sex (cont’d)



Interoperability:
Example: Patient’s Sex (cont’d)
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■ Just follow a standard, e.g. FHIR, right? 

Interoperability:
Example: Patient’s Sex (cont’d)
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■ Just encode it, e.g. SNOMED CT

Interoperability:
Example: Patient’s Sex (cont’d)
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■ Just encode it, e.g. SNOMED CT

Interoperability:
Example: Patient’s Sex (cont’d)
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Interoperability:
Challenges
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Use of Personal Health Information
Examples
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When What Covered by Direction Limitations

Course of 
treatment

Identifiable 
data, PHI

Treatment 
contract

Prospectively By medical experts 
involved in treat-
ment process only

Clinical trials Specific data 
only

Patient consent Prospectively Pseudonymization 
required

Research Subset of 
data

Patient consent Prospectively / 
retrospectively

Use for specific 
purpose only

Research Subset of 
data

Data de-
identification

Retrospectively Full anonymization 
required

After death PHI No explicit data 
protection

Retrospectively Complex, e.g. 
disclosure of in-
heritable diseases

Anytime PHI GDPR et al., 
right of self-
disclosure

Retrospectively No



■ Variety of digital health data sources exist for decades

■ No COTS in healthcare: Specific software solutions emerged 
over time

■ Challenge: Interconnecting healthcare systems per hospital, 
country, worldwide…

■ The implementation of open standards, vocabularies, 
terminologies, ontologies, etc. is not for free: it requires high 
efforts for all involved actors

■ It pays off: Follow standards and you might gain 
interoperability in future!

■ There is no right standards: just use either of them is better 
than any proprietary solution

What to Take Home?
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